Console M anagement
| mplementation Guide

COMPUTONE

mmmmmmmmmmmm



Preface

This document iswritten to assist the user in the configuration of a Computone RAS 2000
PowerRack for Out-of-Band and In-Band Console Management. This document will also
provide standard cabling pinouts for network hardware and configuration information for
standard UNIX operating systems. If you have any questions or comments on this manual,
please e-mail ‘ support@computone.com’ or call 800-241-3946 x2002. More information
on Out-of-Band Console Management (OBM) can be found at * http://www.compu-
tone.com/console_mgmt/console_mgmt_index.html.’

How to Use This Document

Three different fonts will be used to distinguish between the process of configuration,
actual commands, and the output of commands:

1). Text used to describe the process of configuration and comments:
Times New Roman, font size 12 or greater.

2). Text used to represent commands:

Courier, font size 10.

3). Text used to represent output of commands:

Courier(NEW, font size 10, Bold.

NOTE: Examples of | P addresses throughout the document are to be used as examples only.
Consult the Computone InteliServer Software Configuration Guide for a thorough under-
standing of Networking and IP addressing. It is available on CD or our web site. Design an
| P addressing schemethat workswith your solution. We usethe 192.168.0.0 addresses, which
isconsistent with Industry standardsfor Private Networks.
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What is Console Management?

There are two methods of managing your network devices. One
isIn-Band Management (IBM) and the other is Out-of-Band
Management (OBM).

In-Band Management is the management of network devices
through the normal band of communication. This band is known
as the Ethernet network. Several software packages have the
ability to manage in this band. Examples are SNMP, Telnet, Web
management interfaces, and remote control software. In-Band
Management access via the network has one inherent weakness:
communication is subject to the same problems that your network
is experiencing at that time. When the network goes down or is
severely disrupted, network traffic has no way to get between the
managed node and the management console. Quite often when a
network element goes down, it loses its network connection,
which renders In-Band Management usel ess.

Out-of-Band Management allows the administrator to gain direct
access to the remote device regardless of network issues. If the
network goes down an administrator can then dial into an OBM or
remote console management device such as the RAS 2004/8 and
connect directly up to the network element that has failed or is
causing the network to fail. That managed device can then be
restarted, reconfigured, or taken offline enabling your network to
function with minimum downtime.
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Remote Console M anagement (RCM)

The following reasons are why administrators choose Remote
Console Management:

Accessto Network Devices Regardless of Network Issues

If your router at a remote location is down or is unable to
communicate through the WAN or the LAN, access can be gained
by dialing into the OBM device. After dialing into the OBM device,
connection to the console of the router can be made.

Short Diagnostic and Recovery Time

If the network failure is due to a configuration issue and requires a
reboot, driving to the remote location to fix the problem is not
required. Console Management devices give the ability to control,
reboot, and configure devices remotely. Less downtime = More
profit!

Secure In-Band Accessto Networ k Devices

The password on arouter or other device can be changed using tel-
net. Would-be hackers can see telnet packets and then access the
router later. With an OBM device that has SSH, all passwords are
encrypted with 128-bit encryption over the network. Administra-
tion access can be locked to the console port on your network
devices. Thiswill force administrators to use SSH and be an autho-
rized user before they can gain administrative access to the network
device.

Page 2
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Ease of Usefor Administrators

Some networks use KVM switches or serial switches at the rack for
console level access. Thisforces the administrator to go to each
rack to gain access to the network devices. It also permits amost
any user to gain access to those devices. If administrators need
access to many devices, an OBM device will allow access without
requiring them to leave their desk. They can also gain that access, if
permitted, from home. It is faster to access 64 servers sequentially
through the use of the RAS 2004/8 rather than pushing a cart with a
serial terminal or monitor, keyboard, and mouse around on the
floor. And when the cart does get to its destination, power must be
found to turn it on. Greater productivity = More profit.

Great | nsurance I nvestment

The question iswhy so many IT concentric organizations build
their network without “insurance policies’. The expertise to recover
isavailable, but not the ability to recover inexpensively and
quickly. Paying a small premium in the beginning reduces down-
time and expenditures. The RAS and RCM are “insurance policies’
for your network. If the products are never used for recovery, then
consider yourself among the lucky few in thisworld. However, if
they are used, it is nice to know that recovery will be quick and
inexpensive. Recover remote networks without ever sending some-
one on-site.
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| nstalling the RAS 2004/8 on Your Network

Upon receiving the RAS 2004/8, install it on your network. This
section will discuss the following topics:

» Unpacking the RAS 2004/8

» Ingtalling Hyper Terminal

» Assigning an |P Address

» Setting up Secure Shell for Secure Console Access
e Setting up Tipmenu for Console Management

e Using Tipmenu and tip
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Unpacking the RAS 2004/8

The RAS 2004/8 box contains the following components:

Table 1 RAS 2004/8 Components

Quantity Part Number Description
1 RAS2000/16 Computone RAS 2004/8 PowerRack 16 port
1 DB9 PATCH PAK RJ45 femaleto DB9 male. This allows a PC with aDB9 seria port to connect
to the RAS for configuration.
1 DB25 PATCH PAK RJ45 female to DB25 male. This allows a PC with aDB25 seria port to con-
nect to the RAS for configuration.
1 2-20119 7" CATS5 cable for attaching the RAS 2004/8 to a network or using between
the RAS 2004/8 and the DB9 or DB25 cables.
1 VP-RJ-DB/M RJ45 male to DB25 male. This allows a modem with a DB25 seria port to
2.20122 connect to the RAS 2004/8 for dial-in connections.
RAS2004/8 CD RAS 2004/8 CD with drivers, software, and manuals
Power Cable Power Cable
Manual IntelliServer Software Manual

Contact Computone to replace any product using the part numbers
listed above.
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Installing Hyper Terminal

To setup the RAS 2004/8 on the network, access it using the con-
sole port. The console port isport ‘O'. If using alaptop or PC with a
DB9 serid port, use the DB9 patch cable and the CAT5 cabl e that
was included in the accessories package. Next, attach the DB9
patch cable to the COM port on the back of the PC. Connect one
end of the RJ45 CATS5 cable into the RJ45 socket of the DB9 patch
cable. Then connect the remaining end of the CAT5 cable into port
0 of the RAS 2004/8. The PC is now connected to the RAS 2004/8.
Do not turn on the RAS 2004/8 yet.

Plug the power cable into an UPS or power strip and then into the
back of the RAS 2004/8. If the PC is running Windows, use the
Hyper Terminal to configure the RAS 2004/8.

To start Hyper Terminal, perform the following steps:
1. To access Hyper Terminal, press the Start button, then select
Programs > Accessories > Communications > Hyper Terminal.

2. In the Connection Description dialog box, type RAS2004/8 in the
Namefield. Click OK.

Page 6
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Connection Description -4 : E j XI

i

Erner a name and choose 2 icon for the connection:

Hame:
[RAS 200478

SsHeE %

[ ok | canes |

3. Inthe Connect To dialog box, select the COM port that is connected
to the RAS 2004/8 in the Connect using field. Click OK.

onnect To S TR

8.

Enter details for the phone number that you want to dial:

Counirpfregion: IeruIn;—S atates ol Amencall] ﬂ

Aieacods |0

Ehorie number. |
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4. From the Properties dialog box, set the Bits per second to 9600, Data
bits to 8, Parity to None and Flow control to None. Click OK.

21
Port Sethings I
Bits per second: | 9500 -]
Dalabiz 8 =]
Faity: ]H-:me j
Stop bitz: |1 j
Elow contol. | - |
Eestore Defauls
[ ok | ocones | o |

5. Turn on the RAS 2004/8 using the gray power button located on the
back. The unit will boot and the following Hyper Terminal com-
muni cations window appears.

Boot Loader, Release 1.1

CPU Speed = 30 MHz

| /D Cache = 8k/2k

Menory = 8192k

Swi t ches = 0000

Fast Reset = Y (DRAMtests omitted)
Di sabl ed = Self tests:

626k/ 1573k

| mage Size
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LR R R O I R R I S R I R R I R R I R I O

Conput one RAS 2004/ 8 Power Rack
Rel ease 3.0.8c (us) of Thu Sep 14 11:45:13 EDT 2000

Kernel Text/ Dat a/ Heap = 347k/ 1233k/ 934k
Directory = 1057k

Menory Size/ Avail abl e = 8192k/ 4564k

Fl ash Kernel / Confi g/ Tabl e = 1024k/ 32k/ 128k

I nt ernet Address =0.0.0.0

Et her net Address = 00: 80: 69: 81: Oe: 40
Serial Ports = 32

KRRk S b R IR Ik S S O kS R R R Sk b S Sk R R O o

Copyright (c) 1999-2000 Conputone Corp. Al rights
Reserved.

Portions Copyright (c) 1998-1999 The OpenSSL Proj ect
Portions Copyri ght (c) 1995- 1999 Eric Young
(eay@ryptsoft.com

Sendi ng bootp. ..

Sendi ng bootp. ..

Sendi ng dhcp. ..

Sendi ng DHCP DI SCOVER . ...

Bootp reply from 192. 168.2.1

Sendi ng DHCP REQUEST .. ..

Bootp reply from 192. 168. 2. 10

Starting network

net conf: added route 0.0.0.0 192.168.2.1

pppconf: O inbound interfaces

pppconf: 0 outbound interfaces

pppconf: renoving pppfsm pppd, ppp

rout ed: disabl ed

httpd: starting server

sshd is either inactive or disabled.

4364 KB avail abl e nenory

#
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Assigning an |P Address

If a Dynamic Host Configuration Protocol (DHCP) server is on the
network, the unit will automatically receive an IP Address. This
will not be acceptable for a console management server.

Assign an address that isin your name server or one easily remem-
bered so a connection from remote |ocations can always be made. If

DHCP isused, the IP Address can change. Refer to the DHCP logs
to find the new assigned address. If DHCP is not used, assign an |P
Address to the RAS 2004/8.

Use the following commands to setup the network configuration:

# set server address 192.168.2.1

# set server subnet 255.255.255.0 (Thisassignsthe net-
mask of the network.)

# set server broadcast 192.168. 2. 255

# set server donmi n mydonmai n. com
# set server nane nynane

# show server (Thiswill show the settingsjust entered.)

Page 10

RCM 4/8 and RAS 2004/8 IntelliServer Console Guide



The output of the “show server” command should look like this:

Server configuration:
Name
| P Address
Subnet Mask
Br oadcast Address
Dormai n Name
Sysl og Host
Syslog Facility
Syslog Priority

Consol e Port Nunber:

Et her net Address

Force AU Port

IP Filter

RI P

Logi n Prompt

User Pronpt

Passwor d Pronpt

Tel net
my name#

uses RADI US :

nyname
192.168.2.1

255. 255. 255. 0
192. 168. 2. 255
mydonmai n. com

LOG _USER
LOG_VERBGCSE

0

00: 80: 69: 81: Oe: 40
No

bot h

Use the version command to verify that the RAS 2004/8 is loaded

with version 3.0.6 or greater:

# version

Conput one RAS 2004/ 8 Power Rack
Rel ease 3.0.8c (us) of Thu Sep 14 11:45:13 EDT 2000

If version 3.0.8c is not installed, it can be downloaded from:

“ftp://ftp.computone.com/pub/Products/ras2000/R3.08/beta’ .
For support on upgrading, call 800-241-3946 x2002.

RCM 4/8 and RAS 2004/8 IntelliServer Console Guide

Page 11



To save and activate configuration, issue the following commands:

# save
# shut down now

The RAS 2004/8 will reboot with the new | P settings.
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Configuring Secure Shell for Secure Console Access

Secure Shell (SSH) allows administrators to securely log into
another computer over a network and execute commands. It pro-
vides strong authentication and secure communications over inse-
cure channels. It replaces telnet, rlogin, rsh, and rcp. By default,
Secure Shell isdisabled. If SSH is used, it must be enabled. Thisis
very easy and should be done for secure access to network device
consoles.

If the choiceis not to enable SSH, telnet can be used. Telnet isa
clear text solution that does not use any form of security across the
network. Others can view passwords entered to gain accessto mis-
sion-critical systems.

If aUNIX SSH client is needed, browse to
“http://www.OpenSSH.com.” If a Windows SSH client is needed,
download putty from Computone’s FTP site at ‘ ftp://www.compu-
tone.com/.” Instructions on downloading and using this program
can be found in Appendix B of this manual.

Use the following command to enable Secure Shell:

# apps set sshd enabl e

Generate a host key by using the command:

#sshdgen (Thiswill take a few minutesto complete.)
A 1024-bit host key has been generated and saved

To generate a new host key, issue the following commands:

# sshd erase

# sshd gen (Thiswill take a few minutesto complete.)
A 1024-bit host key has been generated and saved

The configuration must be saved and the box restarted to enable
Secure Shell.
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Use the following commands:

# save
# shut down now

Secure Shell should be running and operational .

NOTE: After enabling SSH, boot time variances of up to 60 seconds
may occur. At boot up, the RAS 2004/8 checksitself for SSH keys and
generates keys as needed, perhaps causing a delay in boot up. Thisis
normal and should not exceed 60 seconds.

Page 14
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Tipmenu for Console Management

Configuring Tipmenu for Console M anagement

The ports on the RAS 2004/8 must now be configured for Console
Management. The Tipmenu command makes it very easy to enable
aport to manage a network device console. The Tipmenu also pro-
vides the administrator with atext-based menu that will display all
ports and the symbolic names given for each port. It is much easier
to remember a name than it is to remember the port number for
each attached device.

Configuring Ports on the RAS 2004/8 for Console M anagement

In this example, we are going to enable ports 1 through 5 for Con-
sole Management. Port 6 will be enabled for dial-in so an adminis-
trator can gain access to the RAS 2004/8 from a remote location
using Hyper Terminal and a modem.

To enable the ports use the following commands:

Set Tipmenu settings to default: (This must be done on a new
unit!)

# tipnmenu -x

Enable the ports:
# tipnmenu -E 1
# tipnmenu -E 2
# tipnmenu -E 3
# tipnenu -E 4
# tipnmenu -E 5
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Name the ports symbolic names:

# tipmenu -n 1 Serverl
# tipmenu -n 2 Server?2
# tipmenu -n 3 Server3
# tipmenu -n 4 Server4
# tipmenu -n 5 Server5

To verify that settings have taken effect, issue the following com-
mand:

# tipnmenu

n/ a 16: di sabl ed 32:disabled 48:disabled
:Serverl 17:disabled 33:disabled 49:disabled
:Server2 18:disabled 34:disabled 50:disabled
:Server3 19:disabled 35:disabled 51:disabled
:Server4 20:disabled 36:disabled 52:disabled
:Server5 21:disabled 37:disabled 53:disabled
:n/a 22:di sabl ed 38:disabled 54:disabled
di sabl ed 23:disabl ed 39:disabled 55:disabled
:di sabl ed 24:di sabled 40:disabled 56:disabled
. di sabl ed 25:disabled 41:disabled 57:disabled
:di sabl ed 26:disabled 42:disabled 58:disabled
. di sabl ed 27:disabl ed 43:disabled 59:disabled
:di sabl ed 28:disabled 44:disabled 60:disabled
. di sabl ed 29:disabl ed 45:disabled 61:disabled
:di sabl ed 30:di sabled 46:disabled 62:disabled
. di sabl ed 31:disabled 47:disabled 63:disabled

e s ol
GO bhwWNRO

tip to port:

To exit Tipmenu use the following command:

tip to port: quit

Tipmenu assumes that all ports enabled for Console Management
have a full-wired connector attached. Computone cables, enabled
hardware flow control, and Carrier Detect on your network node
are needed.
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Otherwise, when trying to connect to the network node, the tip pro-
gram will terminate without a connection. Tip terminates because it
expects to receive Carrier Detect from the network node. This pro-
vides amechanism to detect faultsin the connection to the managed
node.

If using software or no flow control, and using aminimal pinout
configuration (thisistrue in most cases) this feature will need to be
turned off. If thisfeature is not turned off, a connection to the
device will not be made even if acableis plugged into it.

Use the following commands to turn this feature off on ports 1

through 5:

# set port 1 nodem di sabl ed
# set port 2 nodem di sabl ed
# set port 3 nodem di sabl ed
# set port 4 nodem di sabl ed
# set port 5 nodem di sabl ed
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Verify port configuration with the following command:

# show port 1

Port Nunber: 1 Port Type: Disabled

Coment :
Local Term Type: unknown User Name: root
Renmpot e Term Type: G oup . None

Modem No Await Input: No Dial Script:

Modem | ni t:
Speed: 9600 Size: 8 Parity: None Stop Bits:
1

I nfl ow. XOFF Qutflow. XON Auto PPP: Yes

Xlate Input: CR to NL Xlate Qutput: NL to CR+NL
Xpand Tabs: No

Intr Char: “c Erase Char: ”h Kill Char: "u TCP:
Nor mal

IntelliView:
IntelliPrint: Intelli Set:

Current screen settings:

If this completes your configuration of the ports, issue the follow-
ing command:

# save
# shut down now
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Configuring a Modem for Console M anagement

For Out-of -Band Remote Management, a modem must be installed
and configured for use on the RAS 2004/8. To configure port 6 or
any port for amodem, use the following commands:

Configurethe port for a modem

Enable login:

# set port 6 |ogin byport

Enable serial speed of 115,200 bps. supported by most modems.
Use the correct value for your model:

# set port 6 speed 115200

Enable flow control:

# set port 6 inflowrts
# set port 6 outflow cts

Enable modem on port:

# set port 6 nodem enabl ed
Connecting the modem

Attach the DB25 connector of the 2-20122 cable provided to your
modem.

Connect the RJ45 male connector to port 6 on the RAS 2004/8.
Turn the modem on.

Reset the port:

# kill port 6

RCM 4/8 and RAS 2004/8 IntelliServer Console Guide Page 19



Verify port configuration with the following command:

# show port 6

Port Nunber: 6 Port Type: Login by port, wait

Conment :
Local Term Type: unknown User Name: root
Rempt e Term Type: G oup : None

Modem Yes Await Input: No Dial Script:
Modem I nit:

Speed: 115200 Size: 8 Parity: None Stop Bits:
1
I nfl ow. RTS Qutflow. CTS Auto PPP: Yes

Xlate Input: CR to NL Xlate Qutput: NL to CR+NL
Xpand Tabs: No

Intr Char: “c Erase Char: “h Kill Char: ~u TCP:
Nor mal

IntelliView:
IntelliPrint: Intelli Set:

Current screen settings:
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Attach to the modem and enable auto answer:

#tip 6

Tip will exit on loss of carrier
Waiting for carrier...

Escape sequence is '~.

Use '~%' to send a break

ATZ

Ok

ATS0=1

AT&W

Gk

~. (Use ~. to escape fromthe tip session.)

Save current settings:

# save
# shut down

RCM 4/8 and RAS 2004/8 IntelliServer Console Guide
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Using Tipmenu and Tip

Tipmenu is an application on the RAS 2004/8 that will alow an
administrator to access a network device by symbolic names rather
than port numbers. To connect directly to a port, the administrator
can simply use the tip command. For large installations, it is easier
to use the Tipmenu command.

To run Tipmenu, use the following command:

# tipnmenu

n/ a 16: di sabl ed 32:disabled 48:disabled
:Serverl 17:disabled 33:disabled 49:disabled
:Server2 18:disabled 34:disabled 50:disabled
:Server3 19:disabled 35:disabled 51:disabled
:Server4 20:disabled 36:disabled 52:disabled
:Server5 21:disabled 37:disabled 53:disabled
:n/a 22:di sabl ed 38:disabled 54:disabled
di sabl ed 23: di sabled 39:disabled 55:disabled
di sabl ed 24:disabl ed 40:disabled 56:disabled
:di sabl ed 25:disabled 41:disabled 57:disabled
:di sabl ed 26:disabled 42:disabled 58:disabled
. di sabl ed 27:di sabl ed 43:disabled 59:disabled
:di sabl ed 28:di sabled 44:disabled 60:disabled
. di sabl ed 29:disabl ed 45:disabled 61:disabled
:di sabl ed 30: di sabl ed 46:disabled 62:disabled
. di sabl ed 31:disabled 47:disabled 63:disabled

e s ol
GO wWNRO

tip to port:

To connect to port 1, just enter the port number:

# tipto port:1l

Executing tip to port 1

Di sregarding carrier detect
Escape sequence is '~.

Use '~%' to send a break
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To exit tip, use the following command:

To send a break signal to device, use the following command:
~%

To view the menu options again:

tip to port: refresh

To exit the tipmenu application, use the following command:

tip to port: quit

Use the same commands for each port.
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Creating Cables for Connection to Network Devices

and Servers

To manage the serial console of anetwork device or server, a serial
cable must be created. Cables with proper pinouts for your device
can be made or purchased from Computone. This chapter will go
over major types of pinouts and provide part numbersfor those who
want to purchase cables.

Page 24
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RJ45 10-Pin (RJ69) RAS 2004/8 Connector

Table 2 RJ45 Signals and Descriptions

Pin  Direction Signal Name Description
Chassis Ground (CG) Connected to the RAS 2004/8's metal case.
Input Ring Indicator (RI) Modem reports an incoming call
3 Input Carrier Detect (CD) Modem reportsit is connected and ready to exchange data with the
modem on the other end.
4 Output Data Terminal Ready (DTR) | RAS 2004/8 indicates that the port is enabled.
Signal Ground (SG) Reference point for al signals. Must always be present in your
cable.
6 Input Receive Data (RD) Data coming to the RAS 2004/8 from the attached device.
7 Output Transmit Data (TD) Data sent from the RAS 2004/8 to the attached device.
8 Input Clear to Send (CTS) Device indicates to RAS 2004/8 that it has room for more data
9 Output Request to Send (RTS) RAS 2004/8 indicates to devicesit has room for more data.
10 Input Data Set Ready (DSR) Indicates modem is ready to accept input from the
RAS 2004/8.
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=
Finio Cip Al
Signal

Chassis Ground (CG)

Ring Indicatar (A1)

Carrier Datect (DCD)

Data Terminal Ready (DTR)
Signal Ground (SG)
Receive Data (RD)
Transmit Data (TD)

Clear to Send (CTS)
Request to Send (RTS)
Data Set Ready (DSR)

RJ45 to DB25 Modem or DCE Device

Part Number: VP-RJ-DB/M (2-20122)

P N - e - R R

PowerRack Modem DB-25
RJ-45 Connector Connector
oma )
- 22
- &
- 20
7
=1 3
- 2
- 5
- 4
- 4
—

Signal

Chassis Ground (CG)

Ring Indicator (R}

Carrier Detect (DCD)

Data Terminal Ready (DTRH)
Signal Ground (SG)
Receive Data (RD)
Transmit Data (TD)

Clear to Send (CTS)
Reqgquest to Send (RTS)
Data Set Ready (DSR)

Page 26

RCM 4/8 and RAS 2004/8 IntelliServer Console Guide



RJ45to DB25 Terminal or DTE Device

PowerRack

Part Number: VP-RJ-DB/2 (2-20121)

Also as apatch cable: DB25 Patch Pak

Signal RJ-45 Connector

Chassis Ground (CG)

Ring Indicator (Rl)

Carrier Detect (DCD)

Data Set Ready (DSR)
Data Terminal Ready (DTR)
Signal Ground (SG)
Receive Data (RD)
Transmit Data (TD)

Clear to Send (CTS)
Request to Send (ATS)

(shimict)

Terminal DB-25

Connector

1}
(2)—nC
3

Y

i

@)~ o m))E)

[0Be00EeR O

Signal
Chassis Ground (CG)

Data Terminal Ready (DTR)
Data Set Ready (DSR)
Carrler Detect (DCD)
Signal Ground (SG)
Transmit Data (TD)
Receive Data (RD)
Reguest to Send (RTS)
Clear to Send (CTS)
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Chassis Ground [CG)

Ring Indicator (R()

Carrier Detect (DCD)

Data Terminal Ready (DTR)

Signal Ground [5G)
Receive Data (RD)
Transmit Data (TD)

Clear to Send (CT5)

Request to Send (RTS)
Data 5et Ready [DSR)

Signal Connector

RJ45to DB9 on a PC or Other DTE Device such as a

Router, Switch, etc.

Part Number: DB9 Patch

PowerRack RJ-45 PCI DB-9
Connector
. (N
NC )
-~} 4
1
L 1®
.......... — E
e 3
2
- 7
(a)
Sl

Signal

Data Terminal Ready (DTR)
Carrier Detect ([DCD)

Data 5et Ready (D5SR)
Signal Ground [5&)
Transmit Data (TD)
Receive Data (RD)
Request to Send [RTS)
Clear to Send [(CT5)
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RJ45 to RJ45 on Cisco® Router

Table 3 Pin and Signal

Computone Cisco

Pin Signa Pin Signal

4 SG SG
RxD TXD
TxD RxD
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Operating System Configuration for Serial Console
Support

All network devices such as routers, switches, hubs, PBXSs, etc.

have a serial console port. For all Intel®-based operating systems,
the serial port must be configured for console in the operating sys-
tem. Thiswill allow a pure headless solution without the use of
keyboard, video or mouse. Many proprietary hardware operating

systems such as I1ix®, AIX®, and HP-UX® use serial console on
their server systems. In those cases, all that isneeded to doisto
attach the appropriate cabl e between the consol es of those unitsand
the RAS 2004/8. This chapter will give instructions for enabling
console on the serial port for the following operating systems:

o Linux®

* FreeBSD®
«  Sun® Solaris® Sparc/x86
« SCO® OpenServer® 5
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Enabling Serial Console on Linux

Most Linux distributionsinclude akernel that is enabled for seria
console support. Thisis true for Caldera®, Red Hat®, and others.

The Debian® distribution is an exception. If using Debian, the ker-
nel must be recompiled for serial console support. For thisexample,
the assumption will be made that we are configuring a serial con-
sole on Red Hat 7.0. Serial console support will be enabled for
COM1 or ttySO on the server.

Log into the Linux server as root.

Edit the /etc/lilo.conf file with the following command:

[root@inux.conm# vi /etc/lilo.conf

boot =/ dev/ hda
map=/ boot / nap

i nstal |l =/ boot/boot.b
pr onpt

ti meout =50
nmessage=/ boot / nessage
i near

def aul t=li nux

i mage=/ boot/vm i nuz-2. 2. 16-22
| abel =l i nux
read-only
r oot =/ dev/ hda3

"/etc/lilo.conf" 13L, 181C
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Add the following line after ‘ default=linux’:

seri al =0, 9600n8
Syntax:

0: COM 1or ttySO on the server

9600: Port Speed
n: No Parity
8: 8 bits

Add the following statement after ‘root=/dev/hda3’ in the linux
section:

append="consol e=t t yS0, 9600”

Syntax:

console: kernel parameter to set
ttyS0:  COML1 or ttySO on the server
9600:  Port Speed

The file should look like this or similar:

boot =/ dev/ hda
map=/ boot / map

i nstall=/boot/boot.b
pr onpt

ti meout =50
message=/ boot / message
i near

def aul t =l i nux
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seri al =0, 9600n8

i mage=/ boot/vm i nuz-2. 2. 16-22
I abel =Ii nux
read-only
r oot =/ dev/ hda3
append="consol e=t t yS0, 9600"

"letc/lilo.conf" 15L, 226C witten

Writethefile and exit out of vi. To write the new information to the
boot sector, use the following command:

[root@inux.com# /sbin/lilo -v

LILO version 21.4-4, Copyright (C 1992-1998 Werner
Al mesber ger

"l ba32' extensions Copyright (C 1999,2000 John Coff-
man

Readi ng boot sector from/dev/hda

Merging with /boot/boot.b

Mappi ng nessage file /boot/ message

Boot inmage: /boot/vminuz-2.2.16-22

Added i nux *

/ boot / boot. 0300 exists - no backup copy nade.
Witing boot sector.

Add alogin to the console by adding the following line to /etc/init-
tab. Without the login, the machine can be booted, but not login:

S1:2345: respawn: / sbin/ m ngetty ttySO
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Add the following line to /etc/security to alow root logins on the
serial console:

ttySO
Attach the DB9 Patch cable to COM1 on server and use CAT5

cable between the DB9 patch cable and the RAS 2004/8 to connect
the server to the RAS 2004/8.

Reboot the server and tip to the port connected to the server on the
RAS 2004/8. The server should boot and be able to login asroot to
do maintenance.

Reboot the server to enable the use of the serial console:

[root@inux.con# init 6
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Enabling Serial Console on FreeBSD 4.0

This section will outline steps needed to enable the serial console
on FreeBSD. To enable the serial console, three things need to be
configured: boot block code, boot loader code, and the kernel. In
this example, COM 1 or sio0O for console will be setup.

Edit your kernel configuration file to verify the correct setting for
COM1:

freebsd# vi /usr/src/sys/i386/conf/GERNRIC

The correct line should be:

device sio0 at isa? Port “1O COM tty flags Ox10 irq 4

If the flags were not set, set the flags and recompile the FreeBSD
kernel.

Create a boot.config file in the root directory:

freebsd# touch /boot.config

Edit the file and add the following line to turn on serial console:
-h

The boot.config file configures the boot blocks of the system.
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To setup serial console for the boot loader edit the loader.rc file:

freebsd# vi /boot/|oader.rc

\ Loader.rc

\ $FreeBSD: src/sys/boot/forth/loader.rc,v 1.2 1999/
11/24 17:59:37 dcs Exp $

\

\ Includes additional commands

i ncl ude / boot /| oader. 4th

\ Reads and processes | oader.rc
start

\ Tests for password -- executes autoboot first if a
password was defined
check- password

\ Unl ess set otherw se, autoboot is automatic at this
poi nt

| oader.rc: unnodified, readonly: line 1

Add the following line asthe FIRST line:

set consol e=contonsol e

Save thefile and then edit the loader.conf file:

freebsd# vi /boot/| oader. conf

Add the following line to the end of thefile:

consol e=contonsol e

To enable alogin prompt on the serial port change the linein /etc/
ttys:

freebsd# vi /etc/ttys
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From:

ttyd0 “/usr/libexec/getty std.9600" unknown off secure

To:

ttyd0 “/usr/libexec/getty std.9600” unknown on secure

The FreeBSD configuration is now complete.

Attach the DB9 Patch cable to COM1 on the server. Use CAT5
cable between the DB9 patch cable and the RAS 2004/8 to connect
the server to the RAS 2004/8.

Reboot the server and tip to the port the server is connected to on
the RAS 2004/8. The server should boot and be ableto login as root
to do maintenance.

Reboot the server to enable use the serial console:

freebsd# init 6
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Enabling Serial Console on Solaris x86

This section will outline the process for enabling serial console sup-
port under Solaris 7 Intel Edition. These steps are fairly simple and
only one file needs to be modified for serial support.

Edit the bootenv.rc file:

# vi [ boot/solaris/bootenv.rc

Change the following lines:

From:
i nput -devi ce = keyboard
out put - devi ce = screen

To:

i nput-device = ttya
out put -device = ttya

After saving thefile, the Solaris configuration will be complete. A
login will automatically run on the console at boot up.

Attach the DB9 Patch cable to COM1 on server and use a piece of
CATS5 cable between the DB9 patch cable and the RAS 2004/8 to
connect the server to the RAS 2004/8.

Reboot the server and tip to the port the server is connected to on
the RAS 2004/8. The server should boot and be ableto login as root
to do maintenance.

Reboot the server to activate the serial console:

#init 6
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Enabling Serial Console on Solaris Sparc

This section will outline the process of enabling a serial port on a
Solaris Sparc Server for Console Management. These instructions
arefor Solaris 7 Sparc Edition.

Warning!:

Sun Sparc servers detect the presence of a break signal on the serial
console line and will automatically run the OpenBoot monitor. This
will temporarily halt all processes on the server until an adminis-
trator issues the continue command at the OpenBoot prompt. A
break will happen anytime the cable is unplugged and plugged back
in. It will also happen anytime the RAS 2004/8 is turned off, then
back on. There are two options to fix this problem:

1. Purchasethe 16- port RAS 2004/8 “ break-free” card. Part Num-
ber: REX-16-RJ/RCM.

This card is an expansion card for the RAS 2004/8 that will not
send breaks on power up of the unit. It will also allow the adminis-
trator to issue breaks when they need to run the OpenBoot monitor.
Thisisthe easiest and safest step for the eliminating this break
issue.

2. Ingtall Solaris 7 Patch: 107589-02.

Thiswill allow the administrator to setup an alternate break com-
mand for OpenBoot that will allow the normal break signal to be
ignored.

Download the patch from Sunsolve website located at http://sun-
solve.sun.com.

Modify keyboard file and change aline:
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# vi [etc/default/kbd

From:

#KEYBOARD ABORT=enabl e

To:
KEYBOARD ABORT=al t ernate

Now the aternate break signal #<CR> #~"b will be recognized as
the abort sequence.

The following is a commentary on the issue from Sun:

The solution is quite straightforward and simple. When the cus-
tomer wants BREAK compatibility and still wants protection
against "fase" BREAKS, aBREAK will beinitiated by a character
sequence CR ~ b whichissimilar to afamiliar pattern used on Sun
servers by the Remote Console. The Aux Break Sequence will be
controlled by a/etc/system set variable and this could be easily dis-
abled. When Aux Break is enabled, the standard BREAK signal
will be ignored for console input. It will be handled in the normal
way for aseria port driver. The Aux Break Sequence is recognized
only when entered from a true console device.

By default when the keyboard of a Sparc Server is unplugged, the
consolewill be on thefirst serial port called ttya. To enable aserial
port on the Sparc System for console, just reboot and after shut-
down, unplug the keyboard. Console will now be on the serial port.

Attach the DB9 patch cable to COM 1 on the server and use a CAT5
cable between the DB9 patch cable and the RAS 2004/8 to connect
the server to the RAS 2004/8.

Reboot the server and tip to the port the server is connected to on
the RAS 2004/8. The server should boot and be ableto login as root
to do maintenance.
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Reboot the server to activate the serial console:

#init 6
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Enabling Serial Console on SCO OpenServer 5

This section will outline the process for enabling console on a seria
port for SCO OpenServer 5.X. Thiswill setup console on COM 1 of
the server.

Enable (COM1) for login:
# enable /dev/ttyla
Edit the default login file /etc/default/login and change a line:

From:

OVERI DE=t t yO1

To:
OVERI DE=tt yla

Savethefile and ext vi.

Edit the default boot file /etc/default/boot and add the following
line to the end:

SYSTTY=1
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Save thefile and exit vi.

NOTE: The"1" isfor COM 1. "0" would be for the video console,
which isthe default setting. No other values of SYSTTY are allowed.
However, it is still possible to specify a COM port other than COM 1
for use as a serial console. In order to do this, add
"systty=sio(MINOR)" to the default bootstring. Here, MINOR is the
minor number of the lower-case (non-modem-control) port device
name. For example, if a line in /etc/default/boot reads " DEFBOOT-
STR=hd(40)unix", and to configure COM 2 as the console, modify
thisline so that it reads " DEFBOOT STR=hd(40)unix systty=sio(8)",
where 8 isthe minor number of /dev/tty2a. Thisvalue may vary, so it
isimportant to verify the minor number with " Is-I /dev/tty2a" .

Verify that alogin isrunning on the serial port before continuing. I
it is not running on the serial port, check all connections and cables
and make sure the seria port is functioning and enabled in the
BIOS. If rebooting without the serial port working, there will be no
access to the system!

Attach the DB9 Patch cable to COM1 on the server and use CAT5
cable between the DB9 patch cable and the RAS 2004/8 to connect
the server to the RAS 2004/8.

Reboot the server and tip to the port the server is connected to on
the RAS 2004/8. The server should boot and be ableto login as root
to do maintenance.

Reboot the server to enable use of the serial console:

#init 6
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Using Out-of-Band Management with Windows 2000

Advanced Server

Many server installations use Windows® 2000 as the server operat-
ing system. Windows requires that a keyboard, mouse, and monitor
be attached for an administrator to gain access to the console.

Administrators can use products such as PC Anywhere® and Vir-
tual Network Computing (VNC) to take control of a Windows
machine remotely through the network. This method will not work
during network failure or when the system will not respond to net-
work requests. The administrator then has to use the “crash cart”
method to gain access to the system. A “crash cart” consists of a
cart with wheels that has a keyboard, mouse, and monitor. This cart
will allow the user to gain console access to the server, but the
administrator has to be physically in the server room.

Remote control products will work over a point-to-point protocol
(PPP) connection, allowing the administrator to connect multiple
Windows serversto a RAS 2004/8 and gain access to the servers
during network failure by either remotely dialing into the RAS
2004/8 or establishing a PPP connection using a “ null-modem” or
DTE cable.

It is suggested that a separate subnet be used that is private rather
than the subnet that is on your Ethernet. The separate subnet will
insure proper routing of the client and server protocols. If the RAS
2004/8 is not setup to communicate on your network, please go to
page 5 and do that now. A connection to the unit is needed for
configuration by either using Hyper Terminal or telnet. This chapter
will explain the steps required to complete the following topics:
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Configurethe RAS 2004/8 for Inbound and Outbound
Connections

Configure Windows 2000 Professional for Outbound
Connections

Configure a serial connection from the client to the RAS 2004/8

Configure adial-up connection from the client to the
RAS 2004/8

Configure Windows 2000 Advance Server for Inbound
Connections
Configure a serial connection from the server to the RAS 2004/8
Configure the network connection between the Server and RAS
2004/8
Configure the Server Routing and Remote Access Service
Configure a Static Route to the RAS 2004/8

Please follow each step closely and take your time. Making a
mistake on one step could cause problems for the entire
configuration.
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Configurethe RAS 2004/8 for Inbound and Outbound
Connections

The first thing that is needed is programming the RAS 2004/8 for
the inbound and outbound PPP connections. These connectionswill
be used by the client and the server to communicate with each other
when using PC Anywhere or VNC. Logging on to the RAS 2004/8
as an administrator is required to take the following steps:

Create alogin script for the RAS 2004/8 to use when negotiating a
PPP connection with the Windows 2000 Advanced Server.

Create alogin script asfollows:

# login add outboundl Iine 1 “% CLIENTCLI ENT”
# login set outboundl Iine 2 “%v CLI ENTSERVER'

To see the additions, use the show login command:

# show | ogi n out boundl

Script Nane out boundl

Li ne
Li ne
Li ne

1 [% " CLIENTCLI ENT"
2
3
Line 4
5
6

[ %v " CLI ENTSERVER"
[

Li ne
Li ne

—_— e

[
[
[

Configure the ports for inbound and outbound connections. In this
example, we will use port 1 for outbound and port 2 for inbound.
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Set port 1 for inbound connection:

set
set
Set
set
set

HHHHH

port
port
port
port
port

1
1
1
1
1

| ogi n out bound
nodem enabl ed
speed 115200
inflowrts
outflow cts
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To verify the settings, use the show port command:

# show port 1

Port Nunber: 1 Port Type: Qutbound ppp or slip

Comment :

Local Term Type: unknown User Nanme: root
Renpot e Term Type: G oup . None
Modem Yes Await Input: No Dial Script:

Modem I nit:

Speed: 115200 Size: 8 Parity: None Stop Bits:
1

I nflow RTS Qutflow CTS Auto PPP: Yes

Xlate Input: CR to NL Xlate Qutput: NL to CR+NL

Xpand Tabs: No
Intr Char: “c Erase Char: “h Kill Char: “u TCP:

Nor nal
IntelliView:
IntelliPrint: Intelli Set:

Current screen settings:

nodem ospeed 115.2k; ispeed 115.2k; no parity; size
8; stop bits 1

inflow rts ; outflow cts ; rows 24; cols 80; MSR =
DTR RTS c¢d cts dsr ri  ixlat CRto NL; oxlat NL to CR/
NL; Intr: ~c; Erase: "h; Kill: ~u;

Set port 2 for inbound connection:

set port 2 |ogin byport
set port nodem enabl ed
set port speed 115200
set port inflowrts
set port outflow cts

H HHH
NNDNDN
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To verify the settings, use the show port command:

# show port 1

Port Nunber: 2 Port Type: Login by port, wait

Coment :
Local Term Type: unknown User Name: root
Renmpot e Term Type: G oup . None

Modem Yes Await Input: No Dial Script:
Modem | ni t:

Speed: 115200 Size: 8 Parity: None Stop Bits:
1
Inflow. RTS Qutflow. CTS Auto PPP:. Yes

Xlate Input: CR to NL Xlate Qutput: NL to CR+NL
Xpand Tabs: No

Intr Char: “c Erase Char: ”h Kill Char: "u TCP:
Nor mal

IntelliView:
IntelliPrint: Intelli Set:

Now, create a user for the inbound PPP connection.

Create user “testppp”:

# user add testppp
# user set testppp connect ppp
# user set testppp password testppp
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To verify the settings, use the show user command:

# show user testppp

User Nane: testppp
Conment :

Connection option: | nbound PPP
Initial nunber of Sessions: 1
Admi ni stration Privileges: No

Sess Lock GC# Conmand Argunment s/ Descri ption
0 Yes 0 Disabled
1 Yes 0 Disabled
2 Yes 0 Disabled
3 Yes 0 Disabled
4 Yes 0 Disabled
5 Yes 0 Disabled
6 Yes 0 Disabled
7 Yes 0 Disabled

Make modifications to the pppoption profile named default on the
RAS 2004/8. These changes need to be made so the RAS 2004/8
can communicate efficiently with Windows computers.

Set options to pppoption file named default:

# pppoption set default size 1500
# pppoption set default vjnode enabl ed
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To verify the settings, use the show pppoption command:

# show pppoption default

Profil e Nane

Use Passive Mde
Addr ess/ Control Conpr essi on
Prot ocol Field Conpression
Addr ess Negoti ati on Mdde
Async Map Negotiation

Magi ¢ Number Negoti ation
Maxi mum Recei ve Negoti ati on
Maxi mum Recei ve Size

Van Jacobson Conpressi on Mde
Enabl e Proxy ARP

def aul t
No

Yes

Yes
Enabl ed
Yes

Yes

Yes
1500
Enabl ed
Yes

Bring up slip link i mediately No

Prompt slip login for address

No

Create an inbound and outbound remote profile (notice port differ-

ences).

Create outbound profile name OBPPPL1.

add
set
set
set
set
set
set
set
set
set
set
set

HHHHHFHHHHHFHH

renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e

OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1

address 192.168.1.2
i faddr 192.168.1.64
net mask 255.255. 255.0
type out bound

port 1

ntu 1500

rip both

| ogi n out boundl
prot ocol ppp
authority pap
secret testppp
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To verify the settings, use the show remote command:

# show renot e OBPPP1

Renmote Nanme......: OBPPPl

Renot e Address...: 192.168.1.2

Interface Address: 192.168.1.64 Interface Nane:
ppp00

Interface Netrmask: 255.255.255.0 Interface Type: Qut-
bound

Serial Port: 1 Group: None MIU:. 1500 Async Map:
0x000a0000

Failed Call Wait: O Inactivity Tineout: 0 Rip: both
Dial-in User: Phone Nunber:

Login Script: outboundl Options Profile: default
Pr ot ocol : PPP IP Filter:

Aut hentication Protocol: PAP

CHAP Nane/ PAP User |D: t est ppp

CHAP Secr et/ PAP Password: testppp

Create inbound profile name IBPPPL:

add remot e | BPPP1

set renote | BPPP1 address 192.168.1.1
set renote | BPPP1 ifaddr 192.168.1.64
set renote | BPPP1 net mask 255. 255.255.0
set renote | BPPP1 type inbound

set renote | BPPP1 port 2

set renote | BPPP1 nmtu 1500

H o H O HHH
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To verify the settings, use the show remote command:

# show renot e | BPPP1

Renmote Nanme......: |BPPPl

Renote Address...: 192.168.1.1

Interface Address: 192.168.1.64 Interface Nane:
ppp01

Interface Netmask: 255.255.255.0 Interface Type:
| nbound

Serial Port: 2 Goup: None MU 1500 Async Map:
0x000a0000

Failed Call Wait: O Inactivity Tineout: 0 Rip: both

Dial-in User: Phone Nunber :

Login Script: Options Profile: default
Pr ot ocol : PPP IP Filter:

Aut hentication Protocol: None

Check all of your settings and then save and shutdown:

# save
# Shut down now

Configuration of the RAS 2004/8 for inbound and outbound con-
nectionsis complete.
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Configure Windows 2000 Professional for Outbound
Connections

Configure a Serial Connection from the Client to the
RAS 2004/8.

To configure a direct communications cable link from the serial
port of the client to a serial port of the RAS 2004/8, follow these
steps:

1. From the Control Panel, select Phone and M odem Options. Select
M odemstab. Click on the Add button.

Phane Ared Yodem Optkin - 2ix

Drsing Albes  Modems | Acvanced |

@ Tha lollowardg modems: s niélalad

Modem | Attached Ta |

T | RS R

o | e |_ o |

2. Make sure to check the box labeled Don’t detect my modem; | will
select it from alist. Click Next >.
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Ml ' Rersove Haerdware Wicard

Install New Modaem

Do pou wanl "Windowes ko dstsct pour modeam 7

windowes will nosw liy to detec) pour modem. Bebors
corlirmmg. wout should
1. IF e modem & afachsd 1o pow
comgnite, make e il g e on
Z Gupl any programs that may be uzsing
U L

Ciick Mest wihen jou are ready bo conbinue

¥ Don delect my modem | | vell sebsct if hom & list.

< Back Mok »

3. When the Add/Remove Hardware Wizard dialog box appears, high-
light Communications cable between two computers. Click Next >.

A il Ry e Hordssaee Wiz aed

Inztall New Miosidbm

'\5_'«- Calact the marfschurss snd model of pous modemr IF youn modem is rot isted, o i pow
5l have an rutalation dik, chok Have Dk

Manufachams ladsls:
[S1andaid Modam Type:) El F T T P Y T ————rs a
S0 Starclard ) beo: Modem
34 Stpiwcdard 1AL byt Modism
Arpew Stardard 2400 by Modem
L] | | Stardard S500 b Modem
A Stardard 14400 bps Modem
il—l L St aremerl AT e Rhririon =
Herva Digk.

4 Back Mesd >

4. Select the Comport (COM 1 or COM?2) that is attached to the serial
cable. Click Next >.
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Inztall Hew Modem
Sealect s paodl|) pow weand 16 mslal Be sodem on

Tou have selactad e lolowing modem
Comirrecaliors: cabie bl b compulens

O wehich pots do yow vt bo install 47

Al poity
= Spelacted ports

K] F

¢ Back Mest Cancel |

5. The modem is now successfully installed if this screen appears. Click
Finish.

Al Rermove Hardware Wicard rEI'-

Inztall Hew Modem
Modem nslalaton is Inished!

Youl modem has been g8t up successhully

IF yous wrand 1o change: these seftings, double-click, the
Phone and Modem Cptons icon m Corhol Panel. click the
Musdeme lab, selact e modem, snd then chek. Propestes
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6. The Phone and M odems Options dialog box appears. Click
Properties.

Erhaninn Bl P Dplkans 2 x|

Disking Fludes  Hodem: | Advanced |

@ The fokawing modmat aie inslaled

Modem | uttached To |

[ 8. | Renove | Poopettie: |
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7. Inthe Properties box under the General tab, select the Maximum
Port Speed, 115200. Click OK.

Communic ations cabile betwesn o com I_.:I i _ﬂ'_![

Gereial | Diagrastics | Advanced |

Pout COM1
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8. Inthe Phone and Modem Options dialog box, click OK to finish.

Phone And Madem Dptkans 31

Diskng Flides  Modems | avanced |

@ Thae |oloveng modens: se Filabed

Miodem [ imached T |
.y Communications cabls bebween o competers DM

s s
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Configure a Dial-up Connection from the Client to the RAS
2004/8

1. In Control Pandl, select Network and Dial-up Connections. Select
icon M ake New Connection. When the Networ k Connection
Wizard appears, select Next >.

Metwark Conmection Wizard |

Weloome to the Network
Connection Wizard

Lsr Ihie wazaid pou can craals a cornechan 1o othe
comprtees: and natworks. enabling appication: such a
e-mail, Weh beowring, le charing, and prinfing

To contirue. click Mext
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2. Select Dial-up to the Internet option. Click Next >.

Metwark Conmection ‘Wisard il

Hetwosk Connection Type
f'ou can choose the bype of nefwoik connechon you weant Io creele, based on
wour resbyinih conbguashion and poun nelvarking nesds

" Dialap to private network
Correct umng my phong ine [madss or 150N ]

Correcl lo he Irlemel ueng my ghons ies modem o IS0

" Connect 1o a privale nebwork thiough the Inteemsal

Create 3 Vitual Private Metvwork VPR connection or unnel theough B Intenst
™ Accept incoming connestions

Lt otfrenr compulers conrect bo mine by phore e, the Intemel, or dinect cable.

" Connect directly o another computer
Conrect umng my ceilel, paeafisl. o¢ inlisied poil.

cBack [ Hets | Caned |'

3. Select | want to set up my Internet connection manually, or | want
to connect through alocal area network (LAN). Select Next >.

Intermet Connection Wizaerd — il
Welcome to the Internet

Connection Wizard

Tha frbewet Conrecion vizad Folps pou coneecd s oompubet

Ny bha b, " i i L T AR 10 B UD & i O
auning [rlisl accmrd

| ward Lo ggey i 1ol & raves Irdmeres! acoonrd, [y Insphons e
b conrrchid bo iy rodem |

7 | meri 1o ranstes me mesing Irlerel scoocn B the compuies
| ki balaphore bne 15 comnecisd o my modem |

& | mart 1o wet up myp [ndemet connechon manshy, o | wan o
conriect heough & beal aea retsork JLaN|

Tio e poar Indeanet saltings unchangsd, chck Cancel

To v rrse abowd Bay intaaned, chck Tutonal Tuderisl

Hest | Cancel
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4. To set up your Internet connection, select | connect through a phone
line and a modem. Click Next >.

Intermet Connection Wizerd x|

Sedang up pour Inlsmel connection

11 i higwe s st feiiecs provides Sccounl, o con use wd ghons e e § moden
1o conmect ko . W youd compuisl & corneched bo a local gaes nabwodk, [LAML poc can gan
access o e Inbemel over e LAH.

Hivs s pisds £ | ol Inissiend 7

1 | porned Iheough & local sina neswsark [LAN]

(ack [ Meas Caneed |

5. From the Choose M odem dialog box, select Communications cable
between two computers. Click Next >.

Irtermet Connection Wi s [ x|

Choose Modem

Gelec 5 modem Loy In correct by e nemst

| e

5 Back, Hest 5 Cancsl
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6. To complete the Internet account connection information dialog box,
type 0 in the Telephone number box. Click Next >.

e x|

Step 1 of I Inbemet account conmesc bon mfoematon

Type the phons numbe you Gl 1o correct b o 5P

Area code Telephone ruanber
[ = [o

Courengraguon rame snd cods:
| Uit Staes of Arevicea [1] = |

F L ae contn e chadnngy nies

To corfioues corrmchon propetiss. chck Advanosd, Adyanced
[Mizizt ISP e e rick recuare scheanced ssttings | 4I

<Back |7 Hews Concel |

7. Complete your Internet account logon information. Enter your user
name and password. Click Next >.

x
Step 2 of I k t logon anl

T fhen uses rame and passmond pou e o kog o o pour TSP, Yous e name may
aho be isfened to mr poun Member |0 o Llge 0 1T pos do nol kros this momaston,
contact wou [SF.

Usetnse  foipgn

Cifiad | bess | Concal

RCM 4/8 and RAS 2004/8 Intelli Server Console Guide Page 63



8. To configure your computer, enter a name for your connection. Click
Next >.

Iriternet Codinection Wizl x]

Step 3 of 3 Combgumg yoan compales

Inforrmaton ahod poor Indsrnet scoount it grouped ogethe st s dgtup connechion
and lsbeled with 8 rens wou orosnds,

Toesi 4 rusres fod $9 chalau cornaction. Ths e s the name ol pour ISP oy nams
vou ward b use.

[onnechon rame
i comcion - Ra)

cBack [ Hess | Cancel |

9. Inthe Set Up Your Internet Mail Account dialog box, select the No
option. Click Next >.

Internet Connection Wizand x|

Sed Up Yo Intemet Mail Accounl

Ay msansd mad piogs e @ nalalied on your compsen inleimsl mad sloss pou o
IncEin o perud mmad madkage:

T suesiasiuly el uo pour nierret mad acesunt, o must bave sleady sgned up o
an a-iael accounl with ar Irsainet seeee pioviden snd oblansd rmpoiant Conracion
rlonalion 1 pou sim messng any nlomalion the wagaed ashs pou to povade. conlact
o Inimrsl servics provds)

Do ponc vt iy i o o ool o il e

F‘E‘#

X

Bk [ Hets | Concd |
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10. Inthelnternet Connection Wizard dialog box, remove check To
connect tothe Internet immediately..., and click Finish >.

Initernet Connection Wiz |
Completing the Internet Connecton
Wizaid
Vou haves mcoesduly compieied fhe Infeinet Connechion vazard
o compube m noww conhiguesd 1o conrect bo pour Infsmet
aocount
Jaftest o pose thin wizard, yous can connect ia the 3]
Inbeimiet at o time by double ccling te | nieredt

Esqplodn koo o o ceskiop

r T cornect tn e intemet mdldcl:.l st ey b and Hhen
chick Finish

T chops iha vagand. ek Firagh

[ ] o ||

11. From the Networ k and Dial-up Connections window, right click on
Connection to RAS option and select Properties.

Fil Metwerels anal (Hal-up Connection = 002
P B3 Yew Faosodbss o Toos  Odvencsd  Felp

Bk » = - 0] a:.-qn-h 44 Frkdery 1jrl-qr--..- oo ;f-_m_'_-_':]- Belchmen | @1 stk =| *ea
a H P e

[‘l-l"l L] Lz Araa
MNetwork and Dial-up  Comecben  Comecion
Connectlons

Connection be RAS
Type: Dabop Condeton

Seahi: Descofnecing

L cbiect]s) seected
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12. From the Connection to RAS Properties dialog box General tab,
click Configure....

Connechion bo RAS Properties il JJ_EI
Geresal | Options | Secuily | Netwoking | Shaing |
Cornect usrg
ﬁ Modem - Commurcatons cable belween (wo compuless ﬁ

R
Phone numbes
Mpacods  Phona rumber
I Alemgaes |
Courtipfiegion code.
[Urited Slates ol Ametica 1) =]

W Lgm dalrg nies Bues I

W Sho icon in lask b when cormected
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13. Inthe M odem Configuration dialog box, select appropriate speed for
connection 115200. Click the Enable har dwar e flow control box.
Click OK.

203

@ Communicstors cabls betwesn two computers [COMT]

M smum speed [bast ﬁ
Mexdem protocal | i
-Hardvae lnahnes -
¥ Enable handwrs fiow contiol
[# Enable modem amor coemiol
[# Enable modem comesasson

Irulisfization
[ Shiow beeminal encon

T Heoe I d

¥ Enabie mogem spese
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14. Inthe Connection to RAS Properties box, click OK to finish.

Connection to RAS Properties ”_Ik
Gereral | Cpsons | Secwity | Metwosking | Shaing |
Select & device

I Sy e in baskiber when connected

Co oo ||
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Configure Windows 2000 Advanced Server for
Inbound Connections

Configure a Serial Connection from the Server to the RAS
2004/8

To configure a serial connection, perform the following steps:

1. InControl Panel, select Phone and M odem Options> M odemstab.
Click Add....

Pl Al Moden Options e _‘ﬂ!ﬂ

Duarg ks Modkéens | Advarced |

@ The foloweeg modsms ame retabed

Modem | Aftached To
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2. Select Don’t detect my modem; | will select it from alist. Click
Next >.

faddl ‘Rermove Hardware Wizard

Inzlall New Modam
[ wou wesnl "Windows o detact o modem |

whindows wil now iy fo dutect pous madem. Bafors
contimung, pou shouid:
1. 11 the mades & attached io pou
comgrie, make s d o hamed on

2 sl any programs hal may ba sing
Hee madem

Click Masd wihan you ais isail 10 Cortnus

¥ Dorl detect my modem: | vl select it om a et

cBack [ Hews | caex |

3. Highlight Communications cable between two computers. Click
Next >.

Al Rerove Hardware Wizard =

Inzlall New Modam

Select the manufachures and mode| of you modem IF you modem is nof ksted. of # you

3 heve an rlalhon dik. cick Have Disk
Manudactaer:

[Standasd Modem T ypes) i‘l DOVRUTCAI0NG CAD Catanan |wo Compeber

Iam Staredard AN bpa Maden

k- Staredard 1200 by Modem

Apagy Starsctaad] 2400 by Modem

Bepm LI Stardsd 500 bps Modem

ot aTes Staredard 144000 b Modem

ﬂ; .ﬂ S mewl el TN e Al :J

i Back Hew > Cocd |
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4. Select the COM port (COM 1 or COM2) that is attached to the serial
cable. Click Next >.

Mol ‘R rmove Hardware Wikard

Inztall New Modam
St e pocil] 2] wiis sl 1o mslall Bhs Sadein on

Vou have seleciad e lolowing modem
Comimearecalion: cabie: belvwesr heo compuders

Oy whichy et o pow ward fo matad &7
™ Al pots
@ Selected parts

¢ Back Mest > Cancdl

5. Click Finish to close the box.

bl /R Hardware Wizard I

Irvzlall Hires M isilam
Modam malslaton i lrshad

ot modem has been set up successfully

11 o vl 10 chaange thase sefings. double-chck e
FPhone =nd Modem Optens icon m Conbol Fanel, cick the
Meateme |sb, pslact the modam. srd (her chek, Propates,
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6. Select Propertiesfrom the modem window and under the General tab
change the appropriate speed (115200) for your computer. Click OK to

continue.

Comnaunications cable bebwesn beo con ':!.. _ﬂﬂ

Gereral | Diagrasics | Advanced |

Pot  COM1

M auwrmum Pt Spesd

19200 =

— 15800
19200

38400
[l Cord 7500

|
-
IS

Page 72 RCM 4/8 and RAS 2004/8 IntelliServer Console Guide



7. Click OK to close.

Phenrer And Modem Dptions i T ﬁj
Diiskng Auer  Moders | Advanced |

3@ Thee lnkovang modems ae Fraled

aad | Pemove | Propeties |

] oo | |

Configure the Network Connection Between the Server and
RAS 2004/8

1. From Control Panel, select Network and Dial-up Connections.

B3I Conbal Pansl “: o II:I il
J File Edil iy F=wviriloe o Hul, |
J A ek - o - [T | G Search L2 Falders £ 30 Esbory | Lfps D
| addrsss J=0 1 cnrnland | =0 |
1 [ — - [ |
gl N\
= Mcouse
Control Fanel [y
rerwnrk and 1mal-nn J é.;"“" ¥ pe—1 =]
[t nmnecbs FnorEber care ke, neton | @ Iy 1 Arnp ke 8
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2. Select Make New Connection.

|| Fle Edt View Favorites Tools  Advenced Help

|| #eBok = = - 5| Qusearch SHFoders (Pstory | U T

| | teelresss: |19) pstwsor: and Disl-up Conmections

_\ "--ll - - e
= =B L = L
L Make New Lozal Area
Network and Dial- Connection]  Connection
up Connections

Thes Folder contains network.
connactions fior this compatar, and
A e :qrd ki hnb Wl creste & new

connection, ll

lw i et

3. Enter the Networ k Connection Wizard, click Next > to continue.

e M

Welcome o the Network
Connection Wizard

Lging this sizand wond can ciiabe & cornaction 1o othist
compriss and nelworks, enabing applications such s
el Wal heosmng, Bls shamng, and ponbing

To conbrue, chck Hest
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4.

In Network Connection Wizard, select your Networ k Connection

Type > Accept incoming Connections. Click Next >,

Mt wark Conneclion Wizand

Hatwoak Conneclion Type

Tou can chobse lhe |:.1.3el of netmok connechion you manl 16 cresle, bemsd on
yonr prshvenitk condiguration and pour nelworking nends

™ Dial-up to private netwok

Conrect usmg my phores ire [modes o/ [S0M]
1 Dialup to the Intemnet

Connecl lo lhe Inieiret ubng my phane ine (modem o ISON]
I Coneect 1o o pivals netwosk thioagh the Inbaenat

Create &'Vl Private Network [VFHE connection o Sunnel thoough the intemst
* Accepl incoming connections

Lk other compuleit correct o mine by phons e ke |niemet. o drect cable.
I Connect dwsctly 1o anothesi cospila

Connect wing my setial, pacafiel, o infrared poil.

¢ Back M Cancel |

Select Communications cable between two computers (COM2).

Click Properties to adjust speed and flow control.

retwork Connedtion 'Wicard

Devices lo Incommg Connechions
f'ou can choose the devicss pols compiiss uies bo sccepd Incomng connecions

Selsct the check bos nesd b sach devics pou wanl b uss lol Reaing connechorn
Lerrecton devees,

[ .7 Dk Paralli=l [LFT|

< Back et > Cacet |
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6. Select the appropriate port speed, 115200. Under the Data Connec-
tion Preferences, select Har dwar e from the Flow control drop down
list. Click OK to close the dialog box and return to the Network Con-
nection Wizard.

Conimunications cabbe between Ben compubee S
Gereral | Advanced |
Call preferences
= Jubet [ eyl o)
il [ — | l_m

Cancal tha cal il nol connechad within E

i~ Dala Connackion Prefersncas
Port tpead I 115200 -
Diats Priodocol l = I
Compiazsion ] j'
Floss comtral IHaldwale "'I
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7. Click Next > to continue.

Pebwark Connedbion Wisand

Dewices o Incommg Connections

f'ou can choose the devioss pour compuiis uses bo Scoepd Incoming conmsciont.

Salect the check. boo nesd by sach denvics pou waarl b Liss Ipl neoimng connections

Lorreciion dewces,

[ .7 Dirsch Paraliel [LPT)

Hest s Cacsd |

Fropeies

8. Fromthelncoming Virtual Private Connection screen, select Allow

virtual private connections. Click Next >.

Incomng Yulual Priivale Connechon

Angthen compuber can creals 5 ytudl pirdshs cormechon 1o pour computs
thiviagh ke Indeiret or arolher puble relwork

Wit privale conrechion: 10 pour computas Seough ta bnlsrel @e possible ooy ¥
pout campuler has 3 known name of IP addiess on the intemet.

Chiooss whathet o allow vitual gevale connections

% Bllow wihud privale conrectiand

oo ol alkewe vilusl prvals connechors

Hewt s Cancel |
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9. From the Allowed Userswindow, click Add to add your new users.

Ml wark Conmeclion Weeanil

Allowad Ll pars
‘Yo ean specily which uses Can correct b tis eoimguer

Sielect the check, bon nest o the rame of sach uzer oo want 1o akow 1o connect in
thiz compuber. Nole thal other lsclon, such ac s dissbled vser sooourt, map slfect 5
uil's abillty 10 conhec]

Lizgrs sliowed ba corpect

1§ Guest

(] n IUSHA_TECHAZE [Inteinel Giesd Sccount]
195 hwisk TECRAN [Launch 5 Piocess Account]
18 Tendminaill se T drpoenndlier]

s | peee | Piopees |

cack [ Herr | e |

The New User dialog box will appear to create atest user.

10. Typeint est ppp for the username and password. Click OK to close
window. Click Next > to proceed.

23

Llzer name: |t':5!|:"5‘jl

Fill e IT Fis i & ppp bezl user
Passwond: I”‘"”“

Confm password |’“"“‘1

114 | Cares|
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11. From the Networ king Components window, select Internet Proto-
col (TCP/IP). Click Properties.

melwork Conmection Wisand

Netwodking Componenz
Hebwoikrg cofmponsnts enabls b compuber bo stdepl Gormethons liom othes
kirdz ol compiders

Serdanct trean ek, Baces roited Hiox Hrel: s of sach mistmor kg componenl Jou v i
enshls im incoming connaclions

Networking components:

] 9 Fils and Prinder Shanng ko Micmaclt Metworks
1 ] Matwacr, Load Balacing =

il | st | Properbes |

Desciphon
Traramesion Contiol Profocolfrenet Probocol, meummwwm
that prowdes communicahon aceoss divense Hberconmechad rebwok:

4 Back Hewt » Cacst |
-
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12. Select Specify TCP/IP addresses and add appropriate | P Range for
the RAS 2004/8 connection. The Network Administrator will deter-
mine the IP Range. Select Allow calling computer to specify itsown
address. Click OK.

Incsvang TCP TP Propeibiss e _‘_Eﬂ

 Mabyaork accass 1
I™ o calless 1o access my Incal e reteor]

- TEPAP ackdess acsgnment ——————————
™ Asign TEPAP addresies sdomalicaly usng DHEP
[0y 5 pecly TCPAF addinsses

Fxom [ a2 s g 1
Ia { E Em . 1, @
Tetal ¥

¥ Al csling congeier o specly is own P addes:

ok | caned |

13. Click Next > to finish the Network Connection.

Melwork Conmeclion Wisard

Hetwoaking Components
Hebuaiiong componerds snabiles this compubern bo sicepl conrechans lrom othee
kinda ol compiaaer;

Slesct e chch, oo nieed o Hhee rame of aach netmorkieg component yod wank 5o
enable o incoming connectons.

Metworking gomponents:
Fibe s Prinkes Shaning for Micinsolt Metsorks
B8 B Metwork Load Balancing |

Descriphon
Tiarsmason Conhiol Piotocol intesnet Probocol Thdﬂ‘#vmmrm piniocol
st prordes communication sceoss diverse rherconmsched rebwotk:

¢Back [ Hets ]| Caem |
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14. Click Finish to complete the Networking Connection Wizard.

NOTE: The name of the connection can not be changed.

FMelwork Conmeciion Wizard

Completing the MNebwork
Connection Wizard
= IThe connechon vl ba nased

T cisale 1his connacion and s i in e
Meetwork and Digtup Connectons folder, cick
Frimh

To ndit thiz connechor in e Mehwor, and Dislap
Connechions foidier. sedeot i, click File, and then ciick
Fropeilet

The Networ king Connection Wizard is now completed.
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Configurethe Server Routing and Remote Access Service

1. Click Start > Programs > Administrative Tools >
Servicesin the main window.

-
1
v
[
b
il
3
b
=

Wi
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enabled to run automatically. Close the window to continue.

Tml

2. Ensurethe Routing and Remote Access Services are started and

=10 =
|gton yow ||« = B BR(R] > = 1=

[ Mare ¢ | Desrptin [smus | statprype |a]
g Peiformance Logs &, Corligures paiformance logs and sliets, Maria
BiyPhug and Play Menages devics indtallation snd configura.,,  Starbed  Bubomatic
‘-F'rrl_ﬁ:mhr Loads files ko mamory for Lsbsr prinking. Starbad Fpubomatic
Babroieced Sorage  Provides protected shorage For senstive ., Started fekbomatic
BR300 5P Provides netmork signabing and locsl traffi... Marnal
SRsRencts Accmss fuk...  Crestes s connschion bo 8 remote net. . I¥arnl
B Renchs Acomss Con.. Crestes & network connection, Staked  Sebomatic
SigRencte Procedure ... Provides He endpoint mepper andicther ... Started  Fbomatic
Gy Riencte Procedure ... Manages the RS rame service dababase. Mariasl
%Emﬂmr{ﬂ... dulbowrs Pemaobe registry manipulation. Started  Bubormatic
CaRamovable Torsge  Managns remavabis media, dives, andlb... Sated  Aubomatic
%rﬂm... Offars nouting services bo businesses in ko, Starbed  Bubomatic
%RM Service Enables stanting procedses under slemat.,,  Starbed Fubomatic
%kﬂlhlmrﬁs Shorss saourky mformation for local user . Starked Epbormeatic
B Server Provides RPC support andlFle, prink, and .. Starbed Bubomstic
‘ﬂmﬂ:l:u'd Manages snd conbrols soosss o & smart [Marpal
*MCHﬂHEbH Frovides support for legacy smart card re... Marsl
B Syster Everd Nobifi...  Tracks systen svents such as Windows koo, Started  ubomatic
B Task: Scheduler Enables  program borun at a desigrated...  Started  Fbomatic
ﬁmmwcrsm.. Enabbes support for MEIOS cver TOR{IP...  Started Tt-nrm _‘d
4 *

| | '
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Configure a Static Routeto the RAS 2004/8.

Next, configure aroute on the Server. Thisisrequired in order for
network traffic to pass through the Server to the RAS 2004/8.

1. Click Start > Programs> Administrative Tools >Computer Man-
agement in the main window.
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2. From the Computer Management screen, open the User s folder

under the L ocal Usersand Groupsfolder. Double click on the
t est ppp user to open up the properties dialog box for your

t est ppp user.

L Computer Mansgerment

[| fetion e || du = |G X IR

[ Cowpater Managerert [Local
i= [l Srsten Took

H ] Evert Vesaer
4 S Sxaten bl mation

Cuawics Manager
= Locd Lsers ared Groegm
1 Lsed
) Groacs
= B Batmge
= Ok Mansgarrant
1B Cnilk Dalragmentes
=3 Logesl Dewes
4 i Feraresbls Rorage
- J’- Servicen el Appic stz

| Fillamn

| Emcrgtzen

LR _TECRAN  [nberrest Guest Sccound
WM TECR o Launch 115 Process Roooont

Telrbmirestiines  Talnkwimetlse

Bt ot for sdnanishanng the

Bt socoud Tor guest seosss o k..

Bt stround for anonpmo o
Dot socourd For Irteenst [nfoena

T imer sccoasnl w e By Tammina. .
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3. Select the Dial-in tab, and select Allow access> No Callback >
Apply Static Routes and click Static Routes....

testpon fraperties U T 1]
Geeral | Membes 0% | Prosie Dii |
.Hm,nmpmruuhu'.rm
¥ P scoesd
" Deny access
T Cortrd sccwss thiough Ramole Access Foly
[ e
1~ Caltiack Optiors:

% Mo Calback
Sl by Calles [Fioudieeg and Famote Access 5envics o0l
Az Calbeck o |
™ Assigr & Static: P Addiass
7 gy Sealic Bodes Bl
Diefine soutes o enable for this Diabn
; Static Aoules
o | cseel | 200 |

4. Inthe Static Routes dialog box, click Add Route....

Static Roukes

Thhe tabie below stz the static routes to enabls for ths |
Dialin cormechion. Chck Add Route to add a route ko
the table. Chck Defete Route to remave the selected

toute from the table.

Deshristion | Mask | Mebic |

Add Route . I felet=Hau= l

ok | Cancel |
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5. Fill inthe Destination, 192.168.1.0, and the Networ k M ask
255.255.255.0. Click OK.

Add a Static Route 2=

Specily lhe destration networ, addess, the nstwork
‘matk. and the Metic to the destination netiwork.

Diestination: [1%2 8. 1 0

Nstwork Mask: [:& 25 . 2%, 0

ot =
(o] oo |

6. Theroutewill now appear in the Static Routes dialog box. Click OK
to close.

Static Routes

The babbe belows ket the shabic routes bo enable for the: |
Diabinconmection. Chek Add Houte to add a route o
the table. Chck Defete Route to remone the selected
tolske froem the table.
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Thet est ppp Properties dialog box can now be closed for your
t est ppp USer.

7. To bring up the link, issue the ping command on the RAS 2004/8:
# ping 192.168.1.3
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Using Out-of-Band Management with Windows NT
4.0 Server

Remote control products will work over a point-to-point protocol
(PPP) connection, allowing the administrator to connect multiple
Windows serversto a RAS 2004/8 and gain access to the servers
during network failure by either remotely dialing into the RAS
2004/8 or establishing a PPP connection using a “ null-modem” or
DTE cable.

It is suggested that a separate subnet that is private, rather than the
subnet that is on your Ethernet, be used. The separate subnet will
insure proper routing of the client and server protocols. If the RAS
2004/8 has not been setup to communicate on your network, refer
to the heading - Assigning an | P Address- on page 9. A connec-
tion to the unit is needed for configuration by either using Hyper
Terminal or telnet. This chapter will explain the steps required to
complete the following topics:
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Configurethe RAS 2004/8 for Inbound and Outbound
Connections

Configure Windows 2000 Professional for Outbound Connec-
tions

. Configure a serial connection from the client to the RAS 2004/8
. Configure adial-up connection from the client to the RAS 2004/8

Configure Windows NT 4.0 Server for Inbound Connections

. Configure a seria connection from the server to the RAS 2004/8

. Configure the network connection between the Server and RAS
2004/8

. Configure the Server Routing and Remote Access Service
. Configure a Static Route to the RAS 2004/8

Please follow each step closely and take your time. Making a
mistake on one step could cause problems for the entire configura-
tion.
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Configurethe RAS 2004/8 for Inbound and Outbound
Connections

The first thing that must be done is programming the RAS 2004/8
for the inbound and outbound PPP connections. These connections
will be used by the client and the server to communicate with each
other when using PC Anywhere or VNC. Logging on to the RAS
2004/8 as an administrator is required to take the following steps.

Create alogin script for the RAS 2004/8 to use when negotiating a
PPP connection with the Windows NT 4.0 Server.

Create alogin script asfollows:

# login add outboundl Iine 1 “% CLIENTCLI ENT”
# login set outboundl Iine 2 “%v CLI ENTSERVER'

To see the additions, use the show | ogi n conmand:
# show | ogi n out boundl

Script Nane out boundl

Li ne
Li ne
Li ne

1 [% "CLIENTCLI ENT"
2
3
Line 4
5
6

[ %v " CLI ENTSERVER"
[

Li ne
Li ne

—_— e

[
[
[

Configure the ports for inbound and outbound connections. In this
example, we'll use port 1 for outbound and port 2 for inbound.

Set port 1 for inbound connection:

# set port 1 |ogin outbound
# set port 1 nodem enabl ed
# Set port 1 speed 115200
# set port 1 inflowrts

# set port 1 outflow cts
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To verify the settings, use the show port command:

# show port 1

Port Nunber: 1 Port Type: Qutbound ppp or slip

Comment :

Local Term Type: unknown User Nanme: root
Renpot e Term Type: G oup . None
Modem Yes Await Input: No Dial Script:

Modem I nit:

Speed: 115200 Size: 8 Parity: None Stop Bits:
1

I nflow RTS Qutflow CTS Auto PPP: Yes

Xlate Input: CR to NL Xlate Qutput: NL to CR+NL

Xpand Tabs: No
Intr Char: “c Erase Char: “h Kill Char: “u TCP:

Nor nal
IntelliView:
IntelliPrint: Intelli Set:

Current screen settings:

nodem ospeed 115.2k; ispeed 115.2k; no parity; size
8; stop bits 1

inflow rts ; outflow cts ; rows 24; cols 80; MSR =
DTR RTS c¢d cts dsr ri  ixlat CRto NL; oxlat NL to CR/
NL; Intr: ~c; Erase: "h; Kill: ~u;

Set port 2 for inbound connection:

set port 2 |ogin byport
set port nodem enabl ed
set port speed 115200
set port inflowrts
set port outflow cts

H HHH
NNDNDN
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To verify the settings, use the show port command:

# show port 1

Port Nunber: 2 Port Type: Login by port, wait

Coment :
Local Term Type: unknown User Name: root
Renmpot e Term Type: G oup . None

Modem Yes Await Input: No Dial Script:
Modem | ni t:

Speed: 115200 Size: 8 Parity: None Stop Bits:
1
Inflow. RTS Qutflow. CTS Auto PPP:. Yes

Xlate Input: CR to NL Xlate Qutput: NL to CR+NL
Xpand Tabs: No

Intr Char: “c Erase Char: ”h Kill Char: "u TCP:
Nor mal

IntelliView:
IntelliPrint: Intelli Set:

Now, create a user for the inbound PPP connection.

Create user “testppp”:

# user add testppp
# user set testppp connect ppp
# user set testppp password testppp
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To verify the settings, use the show user command:

# show user testppp

User Nanme: testppp
Comment :

Connection option: | nbound PPP
Initial number of Sessions: 1
Admi ni stration Privileges: No

Sess Lock GC# Conmand Argument s/ Descri ption
0 Yes 0 Disabled
1 Yes 0 Disabled
2 Yes 0 Disabled
3 Yes 0 Disabled
4 Yes 0 Disabled
5 Yes 0 Disabled
6 Yes 0 Disabled
7 Yes 0 Disabled

Make modifications to the pppoption profile named default on the
RAS 2004/8. These changes need to be made so the RAS 2004/8
can communicate efficiently with Windows computers.

Set options to pppoption file named default:

# pppoption set default size 1500
# pppoption set default vjnode enabl ed
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To verify the settings, use the show pppoption command:

# show pppoption default

Profil e Name

Use Passive Mde

Addr ess/ Control Conpression
Prot ocol Field Conpression
Addr ess Negoti ati on Mde
Async Map Negoti ation

Magi ¢ Number Negoti ati on
Maxi mum Recei ve Negoti ati on
Maxi mum Recei ve Size

Van Jacobson Conpressi on Mde
Enabl e Proxy ARP

defaul t
No

Yes

Yes
Enabl ed
Yes

Yes

Yes
1500
Enabl ed
Yes

Bring up slip link i mediately No

Prompt slip login for address

No

Create an inbound and outbound remote profile (notice port differ-

ences).

Create outbound profile name OBPPPL1.

add
set
set
set
set
set
set
set
set
set
set
set

renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e
renot e

HoHHHHHHHHHFHH

OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1
OBPPP1

address 192.168.1.2
i faddr 192.168.1.64
net mask 255. 255. 255.0
type out bound

port 1

ntu 1500

rip both

| ogi n out boundl
prot ocol ppp

aut hority pap
secret testppp
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To verify the settings, use the show remote command:

# show renot e OBPPP1

Renote Nane......: OBPPP1

Renpte Address...: 192.168.1.2

Interface Address: 192.168.1.64 Interface Name:
ppp00

Interface Netnmask: 255.255.255.0 Interface Type: Qut-
bound

Serial Port: 1 Group: None MIU. 1500 Async Map:
0x000a0000

Failed Call Wait: O Inactivity Tineout: 0 Rip: both
Dial-in User: Phone Nunber:

Logi n Script: outboundl Options Profile: default
Pr ot ocol : PPP IP Filter:

Aut hentication Protocol: PAP

CHAP Nane/ PAP User | D: t est ppp

CHAP Secr et/ PAP Password: testppp

Create inbound profile name |BPPPL:

add remot e | BPPP1

set renote | BPPP1 address 192.168.1.1
set renote | BPPP1 ifaddr 192.168.1.64
set renote | BPPP1 net mask 255. 255.255.0
set renote | BPPP1 type inbound

set renote | BPPP1 port 2

set renote | BPPP1 nmtu 1500

H o H O HHH
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To verify the settings, use the show remote command:

# show renot e | BPPP1

Renmote Nanme......: |BPPPl1

Renpte Address...: 192.168.1.1

Interface Address: 192.168.1.64 Interface Nane:
ppp01

Interface Netnask: 255.255.255.0 Interface Type:
I nbound

Serial Port: 2 Goup: None MU 1500 Async Map:
0x000a0000

Failed Call Wait: O Inactivity Tineout: 0 Rip: both

Dial-in User: Phone Nunber:

Login Script: Options Profile: default
Pr ot ocol : PPP IP Filter:

Aut hentication Protocol: None

Check all of your settings and then save and shutdown:

# save
# Shut down now

Configuration of the RAS 2004/8 for inbound and outbound con-
nections is complete.
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Configure Windows 2000 Professional for Outbound
Connections

Configure a Serial Connection from the Client to the
RAS 2004/8.

To configure a direct communications cable link from the serial
port of the client to a serial port of the RAS 2004/8, follow these
steps:

1. From the Control Panel, select Phone and M odem Options. Select
M odemstab. Click Add.

Fhone And Meden Cpticas 2%

Db Flukes  Modems | Acyanced |
@ The tolowing modens ain nstalled

Modem | Aladved To
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2. Check the box labeled Don't detect my modem; | will select it from
alist. Click Next >.

Adl Rerove Hardware Wicard

Inztall New Modem
[ pou weant Windows ko defecd poui modem !

‘windows will now ty to delect your modem. Babore
corlirung. pou shouid

1. IF the= modem is afached lo pou
comgnied, make g il o hamed on

2 Ol mny procrams thal mey be using
Ihe madam

Clicik Mest wivsn you sie imacy bo confinus

W Dol deteci my modem: | vall selsct it hiom s st

{ Back Mt > Cancd

3. When the Add/Remove Har dware Wizard dialog box appears, high-
light Communications cable between two computers. Click Next >.

A Rerenwe Hordware Wizaed

Irnztall Mew Mosiem

'?-' Emlact the marwufsciuss and model of pow modem IF pow modem is rot isked, or # pouw
B hawe an rutalanon dik. cick Have Dk

Manufactaems: Modals:

[51andand Modam T ypes) EI OTERECBON . CADES Esbeaan Iwn Comgebe -
I Stardid 200 b Modem

- Starckard 1200 b Modem

ArpEs Stardand 2400 b Modem

A | | Standard 9600 by Modem

*"] =l sc ’ Stardand 14400 b Modem

ke el BT e Rlircdmen. =

¢ Back Mo » Cancel |
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4. Select the Comport (COM 1 or COM2) that is attached to the serial
cable. Click Next >.

b Rersove Hardware Wizard S
Inzlall New Modam

Safect ke poilz] pou weard 1o risleld Bia sodem on

T'ou have selacied fa bolowing modem
Comurcahors cabl belvssn hao compiders

[ rhoics pot2 da you ward o instal 47

Al posts
" Cmlachad ports

4 Back Hest > ol |

5. The modem is now successfully installed if the following screen
appears. Click Finish.

ikl Remove Hardware Wizard ih-

Inzlall New Modem
Medem installabon i rished!

fout incadem has been st Up succassfully

IF yos wand (o change thess setings . double-click the
Phone and Modem Dipbons ioon m Conhiol Pansl, click the
Meakeme lab, selact e modesm. snd i chek. Properfies
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6. The Phone and M odems Options dialog box appears.
Click Properties.

2

Diishng Flukes  Modems | Advanced |

Q Thvs Tolowsig siouns: Atk inglaled

Modem [ #ttached Ta |

Cnmrronication: cable beheeen e comout
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7. Under the General tab, select the Maximum Port Speed, 115200.
Click OK.

Communications cable between bwo comprten 2=

Geneial | Diagrstics | Advanced |

Pok  COMI1

15200 =]
4500 -
————{9E00

15200

36400
[l Cory =500 J

Page 102 RCM 4/8 and RAS 2004/8 IntelliServer Console Guide



8. The Phone and M odem Options dialog box appears, click OK to fin-
ish.

Pl Aaie Shaiber Dl ol = X

Diskng Ptz Modena | advancad |

@ Thae loboveng modur a9 st

Mexdern [ Amached Ta |
hmﬂunﬂhﬁmmm Lo

4 | Remow || Eropees |
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Configure a Dial-up Connection from the Client to the RAS
2004/8

1. InControl Panel, select Network and Dial-up Connections. Select
theicon Make New Connection. When the Network Connection
Wizard appears, click Next >.

Fetwark Connection Wizand i

[l WWelcome to the Network
Connection Wizard
; = Lisrg s vapsidl woos Can Creala & Corrschon 1o olhei

comgeiess and nelvworks, enabling spplcations such
e-mal, Weh beowsing, fle shaing, and prining

To conlirwe, clek Mest
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2. Select Dial-up to the Internet option. Click Next >.

Melwork Conneclion Wisand

Hetwmk Connection Type
“f'ou can choose the o= of netwoik connechon pou weanl o cresle, besed on
woir redvioik conbguashon and yout nelvarking nesds

™ Dial-up to private network
Connect usang my phons e [modes or [50N]
Corrmed | b Inbeirel iieng iy ghans s (modss oi 1ISON]
™ Connect lo a privabe nebwork thiough the Inbermel
Create a'ahusl Private Matvwork [VPR) connechion o tunnel tvcugh e Intesst
™ Accept incoming connections
Lt other computens connect 1o mene by phone fne, e Intemet, o diect cable
7 Connect directly lo another computer
Connec] umng my teiial. parallel ot inlisied poil.

4 Back Hewd s Cancsl

Welcome to the Internet
Connection Wizard

The rbeet Conmecion wizand Feles pou connect yow compuber
1ot b, o ey i s wazand 1o a0 @ el
waridirg el actoued

| 1o g i [0 i ralvs [edimersdl coounl, My Desphons e
e Conrwchad b ) modem |

| wand o ransier my gesing Inlerel scomnd i th computsy
[ kg balephore e iz conneciesd o my modem |

& | ek o sat ! Indemet conrechon u:-irp.ui.l o | vasrd b
correct eough & kocal aea relmord JLAN|

To beawe pour | ndsmet selings unchanged, ook Canced

T & e rrisd aboud B Indsined, chck Tuboisl Tidorisl

Hest s | Cancel

Select | want to set up my Internet connection manually, or | want
to connect through alocal area network (LAN). Click Next >.
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4. To set up your Internet connection, select | connect through a phone
line and a modem. Click Next >.

Intermet Connection Wizard =

Seding up pour [nlsmsl comnection

1 pumi harw s Irdsine® pevwce piovidel scoound, wou can ues wou phons e g 8 modem
o commect ko i H o computer i connected o g kacsl s nelveodk, [LAN L pou can gan
acoery |n the Inbemel over e LAK

How g pont nneect o B |nsined 7

% | cnnec ihwough 2 ghons s and 8 modes]

17 | pornedd lhecugh & loesl sins neswak [LAN]

& Back. Hest x Cancel |

5. From the Choose M odem dialog box, select Communications cable
between two computers. Click Next >.

Internet Conneton Wizsed [ =]

Chooze Hodem

el & modem 1oy ln conrect b e Ingemst

P et ool

o Back Mest s Canosl
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6. To complete the Internet account connection information dialog
box, type 0 in the Telephone number box. Click Next >.

Intermet Connection Wiessd EJ

Skep | of X Intemet sccount connscizon miomalion

Type e phons numite pou dial lo comec! bo pour 5P

Ayey code Tebephone rumber
[rm - {0

Lovarény‘reguon rems and cods
| Urdted Stabes of menica 1] =]

FF Use wes codde and diskng niles

To corligiee conrechion propestiss. chck fdvanced Ayanced
[ Biout 5Pz do nod requare schranced ssitings | 4I

cBack [ Hests Conodl |

7. Complete your I nternet account logon information. Enter your user
name and password. Click Next >.

rternet Connection Wizard =
Stop 2of | t logon inf

Tigges s user raame and passoed bod wre 1o log on o poa ISP, Yo v neme nay
ho b iefened tooar woin Member [0 or Uge 00 1 pos dio rol kros Shis mbomasbon,
conkact wou [SP,

User naie [racippn
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8. To configure your computer, enter a name for your connection. Click
Next >.

Intermet Connection Wizard x|

Step 3 of ¥ Conbgunmng your compales

It aboud poer inSsrnet scoont is goued hogethed st = dieap cornschion
and lsbelad with & neme ywou prowsde

T a rsarme fo B deaiap cornection. Thes ¢an be he rease of g ISP of oy pams
ou waand o usn

[ornechon rume

dniuu:l I'.‘au:dJ

9. Inthe Set Up Your Internet Mail Account dialog box, select the No
option. Click Next >.

Intermet Connection Wizard x|

Sed Up Vo Enfemet Mail Accound

A Inbsinad mad piogi s = nelaied on you conpaien Inleinel mad sloss pou ln
incaten el s mmad meskage:

Tio sispciaiilly sol U poun Indirrad mad seeount, o must bave slnack sgned up ol
an de ol g oud ilh e |t shives piovadel and oblsnsd iipon sl conracion
wlownalion, [T pou s fesang anw rkomelon e seeeed asks o lo plovwe, conlacl
it Irilmrl sereics provitéi

Doy pons st F s o s b il accouind nows?

i Yir

 Hij

cfac [ s | Canced |
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10. IntheInternet Connection Wizard dialog box, remove the check To

connect to the Internet immediately..., and click Finish >

Completing the Internet Connection
Wizard
Y 'oay hven mcpesshuly compieted fe Inbeinst Connschion vazand

Youn compube m now conhigusd lo conrect bo pour [msmet
aocount

Aftes pou ciose this wizaid, wou can connect fo the \]
Irfeinet ai sy e By double: chclong the Indemed
E spbonms koo onn pows deskiop

- o cornect o bhe bnbemet l'rﬂdldd:.l welect thr bo and hhen
hck Frash

T chpn the vagad dhck Firnath

[Foan ] e

11. From the Network and Dial-up Connectionswindow, right click on

Connection to RAS option and select Properties.

P Metweork anad Dial-p Connections
Fie Edt ‘iew Favorles Tooks  Bdverced  Felp

ek » = o 0] Seech _Jruld-n ety | W "-,'Fn.:'-;:'!_- Bdckman @) etk x| G0

21012

5 i L §4 ﬁﬂ'_; E.
Mk bem  Local Ama
Network and Dial-up  “ometon  Conection n
_Connections =
Connection be RAS:

Ty DN Conmdon
Stahus! Dconnaciad

|1 oboechs] ssedied
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12. From the Connection to RAS Properties dialog box, click Config-
ure...under the General tab.

Conmechion bo BAS Propertes M
ﬁl:rudllhtnmt Sacurily | Meneorkng | Shating |
Cormect usrg.
E Modem - Commurncations cable behuesn wo compulses [COM

Phore numbs

fugacoda: Phore number

=] e Ateaes |
Copntipiegion code:

[Urited States ol Amesicai1) =]

[# Uge dialing nies e |

W Sheg icon in laskbar when cormectad
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13. IntheM odem Configuration dialog box, select the appropriate speed
for connection, 115200. Check the Enable har dware flow control

box. Click OK.

2%

@ Communications cabls betwesn o computers [COMT]

|4 zmmum speed [bos) ﬁ
Madem prosacol | i
- Hudyaain: fahnes -
¥ Enable hardwaars flow corhicd
[¥ Enabls modem siro conol
[W Enable modem comgason

Irulisfization
[ Shvow bemmnal vendon

I© Hovioo I d

¥ Ensbie mogem speakis
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14. The Connection to RAS Propertiesdialog box appears. Click OK to
finish.

Gererdl | Dpsions | Secuity | Netwodking | Shaing |
Select & device

L ommurscstons cabie behsssn bao compe

I Shiapp san in baskber when connected

DKIMI'
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Configure Windows NT for Inbound Connections

Configure a Serial Connection from the Client to the
RAS 2004/8.

To configure a seria connection, perform the following steps:

1. Select Start >Settings > Control Pand. From the Control Panel,
double click on the M odemsicon.
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2. Inthe M odems Properties dialog box, Click Add....

Modemt: Piopeilies

EHE
Gu—:rdl

@ The lolloving modems are 5ot Up an this computer.

Madam

[ Aatache
3 DialLip Matworking Satial Cable batesen 2 PC:- COM1

| | &

........ i I Propa I

Dialng Pieferences
[habrg from: Mews Location
Lise Dialing Properties to modiy how pour cals ae
chaled

Dislng Properties |

3. Check the box labeled Don’t detect my modem; | will select it from
alist. Click Next >.

Install Hew Modem

]

‘Windows MT vl now by b detect your moden, Befoe
canhrdng. sou should

1. It the mademis attached to pour
compubar, make sure it hamed on

2. sl ary programs that map be uzing the
modem

Clhiek Nyl wihen pou a2 ready Lo conbinues.

= Dont detect my modem | wil zelect it om a k=t

[ Bew: | conca
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4. When the Add/Remove Hardware Wizard dialog box appears, high-
light Communications cable between two computers. Click Next >.

fé‘) Chick: the marwtacturer and moded of your modem. It your modem iz nat lished.
o o f pou have an installation disk. click. Have Disk.,

Manufacturers: Modsls
[Standard Modem Types] -

Dial-Up Metviorking

Senal Cable betwean 2 PLs

[Woica'iew Modem Typas Standard 300 bps Modem
I Standard 1200 bps Modem
Standaid 2400 bps Modem
Standard 9600 bps Modem

Aces -
:I[m- L[J Standard 14400 bps Modem

Srarard 190 hinc: Wneam :l

ACesay

cBack [ Mew> |  Cancel |

5. Select the Comport (COM 1 or COM 2) that is attached to the serial
cable. Click Next >.

Y'ou have selected the foliowing modem:
I[lial-l.lp?lﬂw:d:'rgﬁmﬂﬂdﬂh betwesn 2 PCx

O winich portz do you sant bo install 17
Al poite
1+ Ealacted porte

M2

<E_afk|ﬂmt>| Camcel
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6. The modem is now successfully installed if the following screen
appears. Click Finish.

Your modem has been 1=t up successiuly

I poul want to change theee salhings, doubds-cick
the Modems icon in Contiol Paned, select this
moder, and cick Propertiss.
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7. The M odems Properties dialog box reappears. Click Properties.

! Maodems Progesiles
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8. Whileinthe Dial-up Networking Serial Cable between 2 PCs Prop-
erties box, select the Maximum speed, 115200. Then, click the Con-
nection tab and choose the Advanced option.

Dial-Up Metwoiking Sedial Cable between 2 PCz Pi JEH E3

Gereial | Cornection |

?-*"‘_:I Diatlp Metworking Senal Cable between 2 P

Fait: COM1
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9. Inthe Advanced Connection Settings dialog box, check the box
Record a log file. Make sure the Use flow control option and Har d-
ware (RTS/ICTS) isselected. Click OK to close.

Advanced Connection Sethings

-
I = Hadwae jATS/CTS)
F ™ Solivars [4O8M0FF)
I I=|
Eptia selhings
I
F Racod alog file
| ok | Cancel
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10. Upon returning to the M odems Properties dialog box, select Closeto
finish installing the modem.

i Maodems Propsesilpes
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Installing Remote Access Service on Windows NT 4.0.

To install the Remote Access Service, follow these steps:
1. Right click on Network Neighborhood. Select Properties.
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2. Inthe Network dialog box, select Servicestab. Click Add....
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3. Inthe Select Network Services dialog box, choose Remote Access
Service. Click OK.

Select Hetwork Seivice n E

—- Click the Metwork 5etvics that vou want lo mstall then click OF (F
you have an installation disk for this component. cick Have Digk

Metwork Service:
%) N etwark Monitor Taols and Agent :]

M FAamctahoot Service

ﬂ FIP far |rdermet Protocal

=1 RIP for Mwdink IF</SP compabble transport

(W T ol P e :j
Hawe Disk

ok | cancel |

4. Setup will need to copy Windows NT 4.0 files. Insert CD and click
Continue.

@ Saliefi P I Copy e whnidkews WT lhes

Seatiags vl bk [ Vs Fleey i L oo ey sscfiond Lalossy Canosl
IV v it Sshisp 1o ookt i i il lmesnil plic, lype the

riaw Intglinn When e besion iz coliecl, dick

Carinus
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5. Inthe Add RAS Device dialog box, select COM 1-Dial-Up Network-
ing Serial Cable. Click OK.

RAS Capatle Devices [ e ]
_ o |
Help
Inztsl podem
Instal 425 Pad

6. Inthe Remote Access Setup dialog box, click Network....

Poit Device Typ=
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7. Inthe Network Configuration dialog box, select the box Allow any
authentication including clear text. Make sure the TCP/IP option is
selected. Click Configure....

.
i M etwork Configuration
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8. Inthe RAS Server TCP/IP Configuration dialog box, first select
This computer only. Then, select the box Use static address pool.
Enter the range of 1P addresses for your address pool. Check the box
Allow remote clientsto request a predetermined | P address. Click
OK to continue.

RAS Swrves TEPAP Condiguiation

Ao vemigle TCRIP clenty by socess
™ Erdus el
1% {Thi gompaer onkl

il

H
Chones Canceld you do rot mant in allow neinols TEFP clienls o n
T Urs QHCF o saagn enols TOFAF chael addins
i LUam et sddiers pool
Bepec | 13z 168 7 10 SEneb| 152 168, 2 165
Exchuded rarges

Bonc |

T
o » i « Hemove

¥ Ao weracie clierds in et 8 predeisrrerad P addiss |

9. Upon returning to the Remote Access Setup dialog box, click
Continue.

Aemote Access Sehap

Port Device Typs=

[ns-Uip Mebsorkeng Sensl Ca . Madems [unmodsm|

fdd Boamave | Cofpee.|  Cooe |
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10. The Setup M essage reads:. Remote Access Service has been
successfully installed. Click OK.

Salup Mezysgn

E Féiais Aechss Sicate ik lisin datcasshily folallad

i, Lise Rerncte Acoags fdwe o Uns bMarsges m he Adverasiraios Tools Folder o sssion Flemnote Sooesy pemmisions b
U

[OF

11. TheNetwork Settings Change message reads: You must shut down
and restart your computer beforethe new settings will take effect.
Click No at thistime.

Metwork Settings Change:

!E o must shut down and 1estart wour compiter betone the rew settngs wll lake effect

Do wou want to restart your computer novw?

NOTE: Restart your computer after all servicesareinstalled.
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Configure a user from the RAS 2004/8 to the Client

1. Select Start > Program > Administrative Tools (Common) > User
Manager for Domains.
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2. Inthe User Manager dialog box, click User > New User ...

tUzer Manage: - \WSUPPORT10

Description

Built-in account for ad

Mew Local Group.., Built-in account for gue
Copy... Fa test test

Diedate Del

Hename. ..

Eroperties.., Eriter

Salect Ugers .

Select Doman....

- |
E it AksFd Description

@ Administrators Members can fully administer the computeride =
i Backup Operators hembers can bypass file security to back up
i Guests Uzers granted guest access 10 the computer/

Members can share directories and printers
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3. Inthe User Propertiesdialog box, configure your user PPP inbound
connection from the NT Server. Enter a name for your connectionin
the Full Name field. Type the desired description in the Description
field. Type your password in the Password and Confirm Password
fields. Select Password Never Expires option.Click Dialin.

Usssname:  lext
Fuil B ame: IIr:I Carcel
Desorpon:  les Heka I
[ I ...........

Pagzwond I

I "User Must Change Password at New Logan
[T Lger Canrot Charge Pasoword

= Fmswd Mevai Epim:

™ Accenint Dizablsd

-

4. IntheDialin Information dialog box, check Grant dialin permission
to user. Make sure No Call Back is selected. Click OK.

Liser  test i) K

dild

¥ [Gisari dokn pesmisecn to used iad
Cal Back
(" pip Cali Back
Sty Calier
™ Presat To [
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5. To check your Remote Access Admin Connection, click Start > Pro-
grams> Administrative Tools (Common ) > Remote Access
Admin.

&
i
s
=
=

6. Once the PPP connection is established, from the tool bar select
Server > Communication Ports.

. Aemnte Access Admin on WAWSUPPORT 10

Slart Aemote Acces Samce
Slop Ammote Access Seivce.
Faise Aemols dccess 5

St S ST N ECS D R L

Sedect Domain or Server.
Esl AbFq
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7. To verify that the PPP statusis connected, Port, User, and Started
fields must be highlighted. If these fields are not highlighted, the PPP
statusis not connected. If not connected, the ability to ping from the
RAS 2004/8 is not possible. If status is not connected, make sure that
al configurations are set properly.

Communication Poite [ x}

Serye:  SUPPORTIO 0¥ |

Pl Uz Shated

R A ——
Diizcormect Usar...l
Send Message. . I
Sand Toal., |

Hel

Configure a Routefor the PPP connection from the RAS 2004/8
to the Client

To compl ete the PPP connection, aroute from the RAS 2004/8 to
the client must be established. Two files will need to be down-
loaded from Computone's ftp site. Thefiles are located at ftp.com-
putone.com/pub/Programs. The files are named (invoker.exe and
ppproute.exe). PPProute is a program written by Computone that
allows automatic adding of the route to a PPP connection after it is
established. Thisisin response to a limitation of Windows NT that
prevents the route to remain, unless the PPP connection is active.
PPProute.exe runs automatically every 30 seconds to add the route.
Oncetherouteis established, it runs every 120 secondsto maintain
the route. Installation of PPProute can be made as a service and
started automatically by following these steps:
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Copy the (invoker.exe and ppproute.exe) to the c:\winnt directory.

Typeinvoker install, a usage list will appear.

C. \ W NNT>I nvoker

The i nvoker!
Usage:
i nvoker instal
[<start type>]
servi ce_nane
servi ce_| abel

execut abl e
<start type>

install

Version: 1.3

servi ce_nane service_| abel executabl e
the nane used internally by the SCM

t he di splay nane that appears in the-
Services Control Panel. For multiple
words, put themin double quotes.

the full path to the EXE

the service startup type (defaults to

manual ) (manual, automatic, or dis-
abl ed)
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Type this command to install PPPROUTE as a service that automati-
cally starts:

C.\ W NNT>i nvoker install PPPROUTE PPPROUTE
c:\wi nnt\ ppproute. exe automatic

C.\ W NNT>i nvoker install PPPROUTE PPPROUTE
c:\wi nnt\ ppproute. exe automatic

The invoker! Version: 1.3
Service Install ed

To learn more about PPProute, t ype ppproute -? For options

C.\ W NNT>ppproute -?

SYNTAX: ppproute.exe [-v]|-p|-?] or not options.

-V . Displays version info.

-p . Displays routing table.

-d : Displays environnent vari abl es.
-? . Displays program synt ax.

ppproute with no options runs route addition program

Type pppr out e —v to display the version number

C.\W NNT>ppproute -v
PPPr out e. exe, Version: 0.1, Conpiled: 2/14/01
Conput one Corporation: Intended to use with RAS 2004/
8, RAS 2004/8 RCM
2004/ 8 Products.
C: \ W NNT>
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Type ppprout e —p to display the routing table. The NdiswWan
adaptor is the ppp adaptor. The name that is added in the system
variablesisthe first value in the column, something like “ 0x3”

:\W NNT>ppproute -p

Interface List

OX1 . M5 TCP Loopback interface
0Ox2 ...00 50 04 d1 e0 67 ...... 3Com 3C90x Et hernet Adapter
0x3 ...00 00 00 00 00 OO ...... Ndi s\Wan Adapt er

Active Routes:
Net wor k Desti nati on Net mask
127.0.0.0 255.0.0.0

192.168.1.0 255.255.255.0 192

192.168. 1. 104 255. 255. 255. 255

192. 168. 1. 255 255, 255. 255. 255 192
224.0.0.0 224.0.0.0 192

Gat eway

127.0.0.1
168. 1. 104
127.0.0.1
168. 1. 104
168. 1. 104

Interface

192.

192.
192.

127.0.0.1
168. 1. 104
127.0.0.1
168. 1. 104
168. 1. 104

Metric

1

N
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Type pppr out e —d to display help with the variables and values.

C.\ W NNT>ppproute -d

R I S S S

ppproute.exe: This programruns in the background trying every 30 seconds to
apply a route for inbound PPP RAS interface. This wll keep
the administrator fromhaving to manually use the route com
mand each tine they want initiate an outbound PPP connection
froma Conputone RAS 2004/8 to a Wndows NT 4.0 SP5 nmchi ne.
WARNI NG : PPPRoute.exe is intended to run only on W ndows
NT4.0 with ServicPack 5 or greater.

USAGE: To use ppproute.exe, you nust add 5 environnent vari -

abl es to the system environnent variables. Then reboot.

They Are:

PPPGATE- | nt ended gateway. Mst likely will be the renote
machi nes | PAddr ess.

PPPI FACE- The interface that PPP is running on. Like 0x3. This
wi Il be the Ndi sWwan Adapter. You can |ocate itbhy
using the route print conmand. O by issuing the
option of -p to ppproute. exe.

PPPMASK- Net mask of network. Like 255.255. 255. 0.

PPPVETRI C- Metric. Mst likely will be 1.

PPPNET- Subnet that you intend to route to.i.e.192.168.2.0.

RUNNI NG PPPRout e. exe can be used on the cndline in a cmd shell

or added as a service using a freeware program such as
I nvoker. Il nvoker is the best nmethod and is recomended.
DI SCLAI MER:
This is free software with ABSOLUTELY NO WARRANTY!

R S S S R Rk Rk kI R Sk S Sk R R AR S S A I I I R

g to quit |oop.

PPPRout e. exe successfully Running. Press
PPPNET: 192.168.2.0

PPPMASK: 255. 255. 255. 0

PPPGATE: 192. 168. 2. 99

PPPMETRIC: 1

PPPI FACE: 0x3

Pl ai n English:

You intend to connect to a subnet of 192.168.2.0 that uses a

net mask of 255.255.255.0. Your renote nmachine gateway is 192. 168. 2. 99.
You are running this network on interface 0x3
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You are using a netric of 1, 1 is highest.

I will be issuing conmand:
route add 192.168.2.0 nmask 255.255.255.0 192.168.2.99 netric 1 if 0x3

C. \ W NNT>

Type pppr out e, thiswill show al the environment properties that
must be added.

C. \ >ppprout e

EE R R I b I S I R I R b b I b I I R S S I S R S R R b I I O I I I

ppproute.exe: This programruns in the background trying every 30 seconds to
apply a route for inbound PPP RAS interface. This will keep the
adm nistrator fromhaving to manually use the route conmand
each tinme they want initiate an outbound PPP connection froma
Conput one RAS 2004/8 to a Wndows NT 4.0 SP5 machi ne.

WARNI NG :

PPPRout e. exe is intended to run only on Wndows NT 4.0 with
Service Pack 5 or greater.

USACE:

To use ppproute.exe, you nust add 5 environnent variables to
the system environment variables. Then reboot.

They Are:
PPPNET - Subnet that you intend to route too. Like 192.168.2.0.
PPPMASK - Net mask of network. Like 255.255.255.0.

PPPGATE - Intended gateway. Mst likely will be the renmpte
machi nes | P Address.

PPPVMETRIC - Metric. Most likely will be 1.

PPPI FACE - The interface that PPP is running one. Like 0x3.
RUNNI NG

PPProut e. exe can be used on the cndline in a cnd shell or
added as a service using a freeware program such as

I nvoker. I nvoker is

the best nethod and is recomended.

DI SCLAI VER;
This is free software with ABSOLUTELY NO WARRANTY!

LR R R R R I R R R R R I I R R I R R S R R
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PPPRout e. exe successfully Running

The route addition failed: 87
The error message The route addition failed: 87 appears
every 30 seconds until the PPP connection is made to the
Computone RAS 2004/8.

Close Command Prompt Window.

To add the necessary environment variablesright click on My
Computer. Select Properties.
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In the System Propertiesdialog box, choose the Environment tab.
Enter the following variables. After entering each Variable and
Valuefield, press the Set button. Make sure the variables entries
are made under the System Variablesfield.

Table 4 Variables

VARIABLE VALUE

PPPGATE 192.168.2.99
PPPIFACE 0x3
PPPMASK 255.255.255.0,
PPPMETRIC 1
PPPNET 192.168.2.0
Stamphuidons | HodwsePoles | Ui Profes
Genesal | Patlwmarca Emwonment
Zstem Varisbler
ComGpen CHWINMHT wwbem] Pamd sas
HUKZER_OF_FR._ 1
s Wirndoms N1
Ds2litFam CAWMNT wmbemd T
Fath CAWINNT matemd2C AWINNT ﬂ
Lter Variabies for Adminittral o
b | =
TEHF CHTEMP
THP CATEMP
Wansble: [FPEHET
Wekies: [132162.20
e |

After verifying that your entries have been recorded and that they
are correct, click OK > Reboot and the PPProute service will run
automatically.
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NOTE: If an error isreceived after rebooting, make surethe
Environment Variables are put under System Variables, not under
User Variablesfor Administrator.
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Appendix A.

RAS 2004/8 Command Syntax Used
In this Manual

Netboot:

usage: netboot [-s [-b] [-r]] {-a | <hostname> <file-
nane>}
<host nane>
<fil enanme>

host nane or | P address of TFTP host
nane of kernel inmage to downl oad

net boot will downl oad a kernel image froma TFTP host
and either execute the image, or save it to flash mem
ory.

options:
-s : saves downl oaded inage to flash. This option
wi Il not execute the inage.
-b : allows the boot sector to be updated.
-r : Executes the image if it differs fromrom
-a : Loads image via ASCII file dunp. If supplied,
t he <hostname> and <fil ename> i s not required.

Port:
port - Modify/Display configuration
port show [<port-list> [full]access| hard-

war e| opti ons| count s]]
port set <port-list> from <nunber>
port set <port-list> {paraneter <val ue>}
{paraneter <val ue>} options are:
[login
byport | byscreen| aut o] aut owai t| printer|revtcp| out -
bound| byporttcp]
[comrent <comment>] [term <type>] [ user nane
<user nane>]
[rterm<type>] [group <group#>| none] [autoppp
enabl ed| di sabl ed]
[ rodem enabl ed| di sabl ed] [wait enabl ed]|dis-
abled] [init <initstring>]
[ speed <speed>] [charsize 5| 6] 7] 8] [dial -
script <script name>]
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[parity none| even| odd| space| mar k] [stopbits
1] 1.5 2]
[inflow di sabl ed| xof f|rts| xof frts]
[out fl ow di sabl ed| xon| xany| ct s| xonct s| xanyxt s]
[ oxl at di s-
abled|nl _crnl|cr_nl|strip_cr|crnl_crnl]
[ixlat disabled|cr_nl|nl_cr] [tabs enabl ed|dis-
abl ed]
[intr <char>] [erase <char>] [kill <char>]
[tcp normal |crnl _cr|raw
[iview <profile>] [iset <profile>] [iprint
<profile>]

port kill <port-list> [session <session-list>]

port hangup <port-list> [session <session-list>]
port output [port] string <text> [forever]

port output [port] pattern barber|colums [forever]

Server:

server - Modify/Display fundanental Intelli S
erver paramneters

+server set [nane <nane>|
[ address <ip address>]
[ subnet <ip address>]
[ broadcast <ip address>]
[dormai n <nane>]
[ consol e <port >]
[ sysl oghost <ip address>]
[facility <LOG USER | LOG LOCAL1 | LOG LOCAL2
LOG _LOCAL3
LOG LOCAL4 | LOG LOCALS5 | LOG LOCAL6
LOG_LOCAL7>]
[priority <LOG INFO | LOG NOTICE | LOG WARNI NG
| LOG ERR |
LOG CRIT | LOG ALERT | LOG EMERG |
LOG_VERBOSE>]
[ et her net <addr ess>]
[aui enabl ed| di sabl ed]
[filter <nanme>]
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[rip none|listen|send|both]
[l oginps <login pronpt>]
[ userps <user pronpt>]
[ passwdps <Password pronpt >]
[tel netrad yes| no]

server show

Save:
save - Save the IntelliServer's configuration

save
Save configuration |locally.

+save <host nanme> <fil ename>
Save configuration to a renote host.

Restore:

restore - Restore the IntelliServer's configuration

+restore
Restore local configuration

+restore <host nane> <fil enane>
Restore configuration froma renote host.

+restore factory
Restore factory defaults.

Tipmenu:

Usage:

ti pmenu -n port name (G ve the port a sym
bol i ¢ name)

ti pmenu -e [port | all ] (Enabl e tipmenu access
to the port)

tipmenu -E [port | all ] (Enabl e tipnmenu access

and set the port for tip)
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tipmenu -d [port | all ] (Di sabl e ti pmenu access
to the port)
ti pmenu -x (Reset tipmenu settings
to default)

PPP option:

ras# set pppoption
pppoption - Modify/ Di splay PPP option profiles

+pppopti on add| set <profil e> {paranmeter <val ue>}

where {paraneter options are

[acconpress yes|no] [async vyes| no]

[ addr node di sabl ed| enabl ed]

[ passi ve yes| no] [ protoconp yes| no] [magic
yes| no]

[mru yes| no] [size <nru size>] [vjnpde
di sabl ed| enabl ed]

[ bri ngup yes| no] [ prompt yes| no] [ proxy
yes| no]

pppopti on show <profil e>| al

+pppoption delete <profil e>

Remote:

ras# set renote
renote - Mdify/Display a PPP/SLIP renote
interface profile

+renote add <renote nanme> {paraneter <val ue>}

+renote add <renote nanme> from <renote nanme>

+renpte set <renbte nane>|<iface name> {paraneter
<val ue>}

{paraneter <val ue>} options are:

[ifaddr <l ocal ip address>] [ net mask <i p addr
mask>]

[type i nbound| out bound| di sabl ed]
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[address <renote ip address>]

[ port <nunber>| none]
[mu <size>]
[del ay <seconds>]

[user <dialin name>]
[login <script nane>]
[ protoco

ter <nane>]

[ group <nunber >| none]
[async <mask>]
[timeout <seconds>]
[ phone <phone nunber >]
[option <profile nanme>]

di sabl ed| ppp| sli p| csl i p| any] [fil-

[aut hority none| pap| chap]

[id <chap nane>| <pap id>]

[ secret <chap secret>| <pap passwor d>]
[rip <none|send|listen|both>]

+renote show <renote nane>| <i face nane>|al |l | summary
+renote del ete <renote nanme>
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Appendix B.

Downloading and Using Putty for
Windows

Steps Required to Download Putty

Putty is a Windows based Telnet and Secure Shell (SSH) client.
This appendix will discuss downloading putty from the Computone
FTP site and the implementation of thisclient. In thisexample, we
are using Windows NT.

Putty is available via File Transfer Protocol (FTP) at  ftp://ftp.com-
putone.com/’.

Start awindows CMD or COMMAND shell and follow the steps
below:

Change the current directory to adirectory that isin your Windows
path:

C.>cd \
C. >cd wi nnt
C. >cd systenB2

Connect to Computone FTP site using Windows FTP client:

C.>ftp ftp. conputone.com

Connected to starship. conputone. com
220 starship FTP server (Version wu-2.4.2-acaden] BETA-
15] (1) Tue Cct 14 18:38:17
PDT 1997) ready.
User (starship.conputone.com (none)):
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Enter a username of anonymous:

User (starship.conputone.com (none)): anonynous

331 Cuest login ok, send your conplete e-mail address
as password.
Passwor d:

Enter your e-mail address as your password:

Passwor d: user @onai n. com

230 Guest login ok, access restrictions apply.
ftp>

At the ftp prompt, enter the following commands:

ftp> cd /pub/Prograns

250 OA\D command successf ul
ftp>

ftp> bin

200 Type set to |

ftp>

ft p> hash

Hash mark printing On ftp: (2048 bytes/hash marKk)
ftp>
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Retrieve putty file:
ftp> get putty.exe

200 PORT conmmand successful .

150 Openi ng BI NARY node data connection for putty.exe
(202752 bytes).

HHHHBHHH B H PR PR PR H R H R H R H R H R H R R
HARHHH B R HPH AR PR R AR R AR R AR

226 Transfer conplete.

ftp: 202752 byt es recei ved in 0. 24Seconds
841. 29Kbyt es/ sec.
ftp>

Log off FTP site:
ftp> quit

221 Goodbye.
C. \ W NNT\ syst en82>

Exit out of the CMD or COMMAND prompt.
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Steps Required to Use Putty

Putty.exe is an executable that does not need installation. By plac-
ing it in adirectory that isin the system’s path statement, it can be
executed at any time by typing the name of the program in the run
dialog box of windows. The next section will explain how to use
the Secure Shell feature of putty to connect up to a RAS 2004/8.

1. Start Putty.exe by clicking on the Start button and then selecting Run.
Type putty in the dialog box and press OK.

Run 2] x]

Tvpe the name of a program, folder, document, or
Internet resource, and Windows will open it For waou,

Open: I putky ll

(4 I Zancel | Browse, ., |
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2. Onthe PUTTY Configuration menu, enter the host name or the IP
address of the RAS 2004/8. Select SSH as the protocol putty will use
to communicate. Click Open to make a connection to the RAS 2004/8.

x|
Teinet | SSH | Selection | Colours
Connecton | Keyboard | Terminal
Host Name Part
[1e0 7778118 2
Protocok (™ Telnet (+ SSH
Stored Seszions
[retault 5etbng:

Dalete

Elile

¥ Clase 'Windaw on Ewal

sbout | [ Open | cComcel |

Putty will make a connection to the RAS 2004/8.
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3. If asecurity warning appears, select Yesto alow the host key to be
cached in the window's registry.

b.h

Thes Feret s Pt by b il o Hhe

o cached e the fegRiry | Sorseone rey e
Wb e T PO R PSRN |
sammasews, i rogt by riey e charged
b ey S et ation

Fimpiscs bey m ety and ronnact?
e w» |

A login prompt is given.

EEEEEEEEE———————————————\n

4. Login asroot and continue;
| ogin as: root

Passwor d:
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Enter root Password:

Password: password

Deno#

128-bit encrypted access is now available to your RAS 2004/8.
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Appendix C.

Headless | nstall of Remote Control
Software

In some cases, an administrator would like to be able to install
remote control software on a Windows 2000 server without having
to physically bein the server room or attaching a“crash cart” to the
computer. Thisserver may be anew unit that was pre-installed with
the 2000 operating system. If it has DHCP enabled, it will receive
an IP address at boot time. To do further configuration, the adminis-
trator must attach a keyboard, mouse, and video to the server or
remotely install VNC remote control software. This appendix will
explain how to install VNC on the Windows 2000 server without
attaching a keyboard, mouse, and video. To use thisfeature, the
Microsoft Server 4.0 Resource kit's Regini, Shutdown, and Netsvc
tools are needed. Also the VNC distribution from * http://
www.uk.research.att.com/vnc.” must be downloaded.

Thefilesfrom the VNC distribution must be extracted . The easiest
way to do thisisto install the package on atest machine. Install the
program filesinto the directory “c:\program files\orl\vnc.” That
directory will contain all but one file needed for the entire distribu-
tion.

Copy the omnithread _rt.dll file from * c:\winnt\system32” directory
to “c:\program files\orl\vnc”. All of the files needed to make VNC
operate should be in that directory now.

Next, copy thesefilesto the remote server. The following steps will
explain this procedure:

Login to the remote machine as Administrator. Replace everything
in ‘<> with the appropriate information for your network:

C:\> NET USE \\<renmpte nmachine | P>\|PC$ /user:admnis-
trator <password>
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Create VNC directory:

C\> MKDI R “\\<renote machi ne | P>\ C$\ progr am
files\orl\vnc”

Copy the VNC distribution to the remote machine:

C.> COPY "c:\programfiles\orl\vnc" "\\<renote machine
| P>
\C$\ program files\orl\vnc"

To make VNC run on the remote machine, update the registry on
the remote machine with information regarding VNC.

Create afile called vnc.regini on the test machine and add the fol-
lowing lines:

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ wi nvnc
Type = REG_DWORD 0x00000110
Start = REG_DWORD 0x00000002
ErrorControl = REG DWORD 0x00000001
| mmgePath = REG EXPAND SZ “C:.\ Program Fi | es\ ORL\ VNC\ W nVNC. exe” -service
Di spl ayName = VNC Server
bj ect Nane = Local System
HKEY_LOCAL_MACHI NE\ SOFTWARE\ ORL
W nVNC3
Def aul t
Socket Connect = REG DWORD 0x00000001
Aut oPort Sel ect = REG_DWORD 0x00000001
| nput sEnabl ed = REG_DWORD 0x00000001
Local I nput sDi sabl ed = REG DWORD 0x00000000
Password = REG BI NARY 0x00000008 Oxfd3cd8db 0x58147a72
Pol | Under Cur sor = REG_DWORD 0x00000000
Pol | For egr ound REG _DWORD 0x00000001
Pol | Ful | Screen REG _DWORD 0x00000000
Onl yPol | Consol e REG DWORD 0x00000001
Onl yPol | OnEvent REG _DWORD 0x00000000
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For VNC to successfully run, create registry entries on the target
machine. To load the remote target machine's registry, use the fol-
lowing command:

C.>REG Nl -m\\<renote nachine | P> vnc.regini

Finally, reboot the Windows 2000 server and VNC should start up
asaservice. Usethe VNC viewer utility on the test machine to con-
nect to the server.

Shutdown the server:

C.> SHUTDOMWN \\renpte machine IP> /R/Y /C/T:0

Configuration of VNC on the headless server is now complete.

NOTE: When running the VNC viewer, right clicking on thetitle bar
allows a Ctrl- Alt-Del command to be sent to the remote host.
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Notes:
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